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EXECUTIVE SUMMARY

The purpose of this document is to guide FrailSafe researchers in ensuring that the
principles and legal requirements of biomedical research and Information and
Communications Technology (ICT) research are adhered to.

The primary purpose is not to rehearse the details of research ethics as applied in the
conventional setting of a medical research team working with patients in a healthcare
environment — these details are well-known and available elsewhere. The main
purpose of this Ethics Blueprint is to survey the principles and legal requirements
pertaining to work in FrailSafe where biomedical data are incorporated into an ICT
research and development project.

First, we define the specific contexts in which research ethics and data protection
issues are relevant in FrailSafe. Next, we define personal data (informative data and
sensitive data), since this is a key concept. Subsequently, we review major legislation
and guidelines relevant to research involving personal data, especially at the interface
between health care and ICT. Finally, we make a list of recommendations, relevant to
those aspects of FrailSafe which will process personal data.

All the research and innovation activities carried out under Horizon 2020 comply with
ethical principles and relevant National, Union and International legislation, including
the Charter of Fundamental Rights of the European Union and the European
Convention on Human Rights and its Supplementary Protocols [REGULATION (EU)
No 1291/2013]. The General Data Protection Regulation (Regulation 2016/679), which
was introduced whilst the project was undergoing, was taken into account and was fully
applied.

Particular attention was paid to the principle of proportionality, the right to privacy, the
right to the protection of personal data, the right to the physical and mental integrity of a
person, the right to non-discrimination, to the protection of geolocation data and to Web
and social media mining issues, and to the right to be forgotten. All steps were taken to
record and evaluate adverse events, handle incidental findings and complains.
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1. Brief Overview of the FrailSafe Project

Ageing population is increasing worldwide, and it is estimated that by 2050 there will be
approximately two billion people aged over 65 years. While the increasing life
expectancy is a positive outcome due to long-lasting health and social improvements,
there is still much to do in improving the quality of life. A consequence of age related
decline is the clinical condition of frailty. By the term frailty we refer to a medical
syndrome with multiple causes and contributors that is characterized by diminished
strength, endurance, and reduced physiologic function that increases an individual's
vulnerability for developing increased dependency and/or death. It is characterized by
multiple pathologies such as weight loss, and/or fatigue, weakness, low activity, slow
motor performance, balance and gait abnormalities. Frailty makes elderly more
vulnerable to stressors and has major health care implications which include increased
risk of incident falls, delirium, worsening of mobility, disability, hospitalization,
institutionalization, and mortality, which eventually increase the burden to cares and
costs to the society.

The lack of standardized definition of frailty causes heterogeneity in studies. Frailty as
a syndrome is characterized by a cluster of symptoms and signs that can be grouped in
a physical, cognitive, functional, and social domain. Frailty seems a dynamic, and not
an irreversible process; it seems preventable, may be delayed, or even reversed.
Transition between frailty states, i.e. non-frail, pre-frail, frail, has been documented.
The rate of progression varies among elderly and some cases show sudden onset and
rapid transition, whilst others slow and progressive changes. Interventions that alter the
natural course of frailty may prevent or reduce adverse health outcomes, and thus,
may be proved beneficial not only to individuals, but to families, carers, and society.

FrailSafe, is the acronym of this HORIZON 2020 project, which addresses all of the
above domains and challenges, i.e. lack of an agreed single operational definition of
frailty, lack of a reliable frailty model, understudy of cognitive, functional, and social
domains in addition to the physical domain of frailty, the fact that behavioral changes
may precede the transition to pre-frail or frail, the need to develop real life tools for the
assessment of physiologic reserve and the need to test interventions that alter the
natural course of frailty. FrailSafe also aims to better understand frailty in relation to co-
morbidities; to identify quantitative and qualitative measures of frailty through advanced
data mining approaches on multiparametric data and use them to predict short and
long-term outcome and risk of frailty; to develop real life sensing (physical, cognitive,
psychological, social) and intervention (guidelines, real-time feedback, AR serious
games) platform offering physiological reserve and external challenges; to provide a
digital patient model of frailty sensitive to several dynamic parameters, including
physiological, behavioural and contextual; this model being the key for developing and
testing pharmaceutical and non-pharmaceutical interventions; to create “prevent-frailty”
evidence-based recommendations for the elderly; to strengthen the motor, cognitive,
and other “anti-frailty” activities through the delivery of personalised treatment
programmes, monitoring alerts, guidance and education; and to achieve all with a safe,
unobtrusive and acceptable system for the ageing population while reducing the cost of
health care systems.

FrailSafe is an international partnership of nine partners from six countries. Clinical
partners include: the University of Patras (Greece, project coordinator), INSERM
(France), and MATERIA (Cyprus). ICT partners are Smartex and Gruppo SIGLA (ltaly),
CERTH and Hypertech (Greece), and AGE Platform Europe (Belgium).

1.1 Overview of FrailSafe Data Collection

During the FrailSafe project 438 participants, men and women, were enrolled in the
study. This involves the following:
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A. Participant’s data known only to local clinical research team

Collection of personal data i.e. personal demographic data (name, address, telephone
numbers, emails)

B. Participant’s anonymised data, known to FrailSafe research team

The FrailSafe research teams involved with handling of data are based in Cyprus,
France, Greece, and ltaly. The clinical centres are based in the first three countries,
whereas in Italy are handled by a technical team.

These data include:

* General demographic data, i.e. living condition, housing, place of residence

* Social Interaction data, i.e. time spent with others, social contacts

* Past and current medical history, current treatment

* Clinical assessment i.e. biometric data, assessment of cognition and mood,
pain, vision, hearing balance and gate, activities of daily living

* Recording of adverse events i.e. falls, fractures, hospitalization, date and cause
of death, as well as any minor, moderate or serious event, related or not, with
the use of FrailSafe.

* Collection of previously typed or written text (only if they agree to provide), and
samples of typed or written text obtained during clinical assessment visits

* Self-filled in questionnaires on the use of internet and social media platforms,
and personality traits

* Nutrition data from questionnaires

* Collection of blood specimen from all participants to be send to INSERM

* Collection of blood specimen from participants in Greece to be analysed locally

* Provision of guidelines on healthy eating habits and physical exercise

» Satisfaction interviews

* Data from wearable sensors i.e. heart and respiratory rate, balance, posture,
indoor and outdoor activities (via IMUs) and spatial mobility (via GPS)

* Data from indoor sensors (beacons) i.e. time spent in each room of the house
(with no body image recording)

* Data collected whilst playing electronic games

» Data collected whilst playing electronic games using AR glasses (only in
Greece and Cyprus)

» Data from dynamometers for strength evaluation

* BP (via BP monitors), weight (via scales), arterial stiffness (via mobil-o-graphs),
waist and chest circumference (via tape measure)

* Femur MRI scan to estimate sarcopenia carried out in a small number of
participants from the Greek centre

The FrailSafe project involves continuous recording of sensors’ data in real time, and
that these data are processed offline, as well as in real time using methods and models
to detect relevant clinical information and events; and that these data are associated
with the Clinical Health Profile, held in database, which will not include personal
identifiers, as data from all sources will be carefully anonymized and encrypted. Whilst
sensor data do not include video recordings, the in-door location of the participant is
approximately identified via beacons. The data recorded in real time reveal how long
the participant stays in each room of his/her house and how often moves and changes
rooms within his habitation, including toilet. The activities of the participant in each
location are not known to the researchers, as this information cannot be recorded by
the chosen system of beacons. Participants’ spatial mobility will also be measured, via
GPS, in their out-door activities.
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It is highlighted that FrailSafe is also based on the concept of loT (Internet of Things)
based architecture, as understandable by the devices mentioned above. Therefore,
security and privacy, ideally in near real-time, is of paramount importance particularly in
the following major components: Data Acquisition, Data Transmission, Cloud
Processing.

2 Overview of Health, Safety and Wellbeing

A. In this research project we ensure the following areas:

a. personal dignity (including treating the individual with respect)- ability to try to
achieve personal daily living aims and follow choices and preferences with
undiminished dignity and privacy

b. physical and mental health and emotional wellbeing

If the technology recognizes or foresees danger with potential impact upon its
participant, there is an opportunity to respond in order to prevent or minimize the
danger

c. protection from abuse and neglect

Each potential participant will be informed about any risks identified and they will be
supported to decide whether they wish to give consent to engage with the project.

d. control by the individual over their day-to-day life (including over the care and
support provided and the way they are provided)

Agreement to participate in the project is entirely voluntary and participants are able to
withdraw their consent at any point in the project without requirement to explain the
reason behind their decision to withdraw.

B. Information gathering, data protection and sensitivities

Personal privacy of participants is respected. For this reason, the reporting process of
research outcomes ensures the participants’ privacy and fulfil all relevant data
protection requirements. All data gathered are anonymised and encrypted, and
furthermore, access to any sensitive data is restricted. Access to such data is
implemented by staff authorised to do so in accordance with the terms of the project
and in compliance with local security of information and confidentiality policies.
Therefore, all researchers are made aware of this requirement and responsibility is
assigned to specific individuals for the timely assessment of and response to such
concerns (research outcomes will not contravene fundamental rights such as privacy
and data protection).

Participants are fully informed about all the ways in which information will be gathered,
exchanged and shared. Also, they are informed that are free to leave the study
anytime, if so wish; in this case, the recording of any further information will be
prevented, and all gathered data will be erased. In the event that participants
discontinue their participation, without withdrawing their consent, the recording of any
further information will be prevented, but gathered data will be used according to
protocol specifications and ethics guidelines. Participants are informed that all devices,
wearable or not, will have an “off’ function designed to pause recording of information
to be used any time, for whatever reason, in order to protect privacy at certain times.
To further safeguard individual’s own privacy, an Android application has been
developed to let the participants decide whether to stop the monitoring of their activities
from all the processes of the FrailSafe ecosystem.
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Personal health data are treated as ‘sensitive personal data’. The dignity of each
participant will be respected, by following consent procedures, appreciating the
voluntary nature of their participation, and ensuring the security of any gathered
personal data. The wearable devices are designed with respect for the integrity of the
participant. No unauthorised information is gathered, nor will the devices interfere with
normal functioning in any way without prior consent of participants. The device will
pose no risk to short or long-term health. Procedures are in place to identify any
possibility of misuses or abuses of data, as soon as these arise, and safeguards will be
applied to prevent this occurring.

3. Legal Framework for Privacy Protection

Under the European Union (EU) law, personal data is defined as “any information
relating to an identified or identifiable natural person”. The collection, use and
disclosure of personal data at a European level are regulated in particular by the
following directives:

* Directive 95/46/EC on protection of personal data (Data Protection Directive)
[1], which is now superseded by Regulation 2016/679

* Directive 2002/58/EC on privacy and electronic communications (e-Privacy
Directive) [2]

* Directive 2009/136/EC (Cookie Directive) [3]

* European Human Rights Convention [4]

* UK Data Protection Act 1988 deals with similar issues [5]

» formulated recommendations of previous FP7 research projects (ICT FP7
Ethical Guidelines) [6] with respect to privacy and data protection,

+ Directive (EU) 2016/680 on the protection of natural persons with regard to the
processing of personal data [7]

* General Data Protection Regulation (GDPR Regulation 2016/679) [8]

Directives generally do not directly apply in the EU countries and need to be nationally
implemented by each country through laws and regulations. As countries have some
freedom in the implementation of directives, stricter requirements than those prescribed
by the directives may apply in certain EU countries. Similarly, the GDPR, must be
implemented by each EU country, but also in this case some countries may have a
stricter legislation. Furthermore, the national data protection legislation is, in many
respects, complemented or overlapped by sector specific legislation that also needs to
be considered. Therefore, in order to get a clear and comprehensive picture of the data
protection requirements, the national frameworks, national data protection laws, unfair
competition legislation, telecommunications laws and any other local data protection
regulations are checked.

Privacy issues arise in platform development projects where testing and pilot execution
phase exists, as collection of information about individuals, are required. A crucial
aspect of the discussion around personal data processing and protection is related to
the deployment of the offered services in a cloud computing environment, as additional
risks have to be taken into consideration in this case. The maijority of these risks fall
within two broad categories:

* Lack of control over the data
* Insufficient information regarding the processing operation itself (absence of
transparency)
3.1 EU Legal Framework for Privacy Protection
Privacy is enabled by protection of personal data. According to Regulation EU
2016/679 [8], personal data “means any information relating to an identified or

-4 -
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identifiable natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person”.

The same Regulation also defines personal data processing as “or set of operations
which are performed on personal data or on sets of personal data, whether or not by
automated means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction,
erasure or destruction.”

There are several legal acts within the EU Law that address and regulate these issues:
Charter of Fundamental rights of the EU

* Article 1 on Human dignity: “Human dignity is inviolable. It must be respected
and protected.”

* Article 3 on Right to the integrity of the person: (1) Everyone has the right to
respect for his or her physical and mental integrity; (2) in the fields of medicine
and biology, the following must be respected in particular: (a) the free and
informed consent of the person concerned, according to the procedures laid
down by law, [...], (b) the prohibition of eugenic practices, [...], (c) the
prohibition on making the human body and its parts [...], (d) the prohibition of
the reproductive cloning of human beings”

* Article 7 states that “everyone has the right respect for private and family life,
home and communications”

* Article 8 regulates that “everyone has the right to the protection of personal
data concerning him or her” and that processing of such data must be “on the
basis of the consent of the person concerned or some other legitimate basis
laid down by law”

Directive 95/46/EC (Data protection Directive)

The Directive regulates the processing of personal data regardless of whether such
processing is automated or not. The principle is that personal data should not be
processed at all, except when certain conditions are met.

* Article 6 (b): Personal data must be “collected for specified, explicit and

legitimate purposes and not further processed in a way incompatible with those

purposes.”

Article 7 defines criteria for making personal data processing legitimate:

the data subject has given his consent

processing is necessary for the performance of or the entering into a contract

the data subject is party

v’ processing is necessary for compliance with a legal obligation the controller is
subject

v processing is necessary in order to protect the vital interests of the data subject

v processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller or in a third
party to whom the data are disclosed

v processing is necessary for the purposes of the legitimate interests pursued by
the controller or by the third party or parties to whom the data are disclosed,
except where such interests are overridden by the interests for fundamental
rights and freedoms of the data subject.

AN
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Directive 2002/58/EC (Directive on privacy and electronic communications, also
known as e-Privacy Directive)

e-Privacy Directive concerns the processing of personal data and the protection of
privacy in the electronic communications sector and deals with the regulation of a
number of important issues such as confidentiality of information, treatment of traffic
data, spam and cookies [2].

* Article 5 Confidentiality of the communications

v Member States shall ensure the confidentiality of communications and the
related traffic data by means of a public communications network and publicly
available electronic communications services, through national legislation. In
particular, they shall prohibit listening, tapping, storage or other kinds of
interception or surveillance of communications and the related traffic data by
persons other than users, without the consent of the users concerned, except
when legally authorized to do so in accordance with Article 15(1). This
paragraph shall not prevent technical storage which is necessary for the
conveyance of a communication without prejudice to the principle of
confidentiality.

v' Paragraph 1 shall not affect any legally authorized recording of communications
and the related traffic data when carried out in the course of lawful business
practice for the purpose of providing evidence of a commercial transaction or of
any other business communication.

v' Member States shall ensure that the use of electronic communications
networks to store information or to gain access to information stored in the
terminal equipment of a subscriber or user is only allowed on condition that the
subscriber or user concerned is provided with clear and comprehensive
information in accordance with Directive 95/46/EC, inter alia about the purposes
of the processing, and is offered the right to refuse such processing by the data
controller. This shall not prevent any technical storage or access for the sole
purpose of carrying out or facilitating the transmission of a communication over
an electronic communications network, or as strictly necessary in order to
provide an information society service explicitly requested by the subscriber or
user.

European Human Rights Convention:

It is also required that any research undertaken complies with the Article 8 of the
European Human Rights Convention [4] on the Right to respect for private and family
life: “Everyone has the right to respect for his private and family life, his home and his
correspondence”.

Directive 2009/136/EC (Cookie Directive)

This Directive amended Directive 2002/58/EC, requiring end user consent to the
storing of cookies on their computer. Cookies are hidden information exchanged
between an Internet user and a web server stored in a file on the user’s hard disc. They
can be used to monitor Internet activities of the user [3].

The Directive states that the measures referred to in paragraph 1 Article 4 of the
Directive 2002/58/EC shall at least:

* ensure that personal data can be accessed only by authorized personnel for
legally authorized purposes,

* protect personal data stored or transmitted against accidental or unlawful
destruction, accidental loss or alteration, and unauthorized or unlawful storage,
processing, access or disclosure, and,

* ensure the implementation of a security policy with respect to the processing of
personal data.
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According to UK Data Protection Act 1988 [5]
Data means information which —

(a) is being processed by means of equipment operating automatically in response to
instructions given for that purpose, (b) is recorded with the intention that it should be
processed by means of such equipment, (c) is recorded as part of a relevant filing
system or with the intention that it should form part of a relevant filing system, (d) does
not fall within paragraph (a), (b) or (c) but forms part of an accessible record as defined
by section 684, or (e) is recorded information held by a public authority and does not
fall within any of paragraphs (a) to (d).

Personal data means data which relate to a living individual who can be identified —

(a) from those data, or (b) from those data and other information which is in the
possession of, or is likely to come into the possession of, the data controller, and
includes any expression of opinion about the individual and any indication of the
intentions of the data controller or any other person in respect of the individual.

Sensitive personal data means personal data consisting of information as to -

(a) the racial or ethnic origin of the data subject, (b) his/her political opinions, (c) his/her
religious beliefs or other beliefs of a similar nature, (d) whether he/she is a member of a
trade union (within the meaning of the Trade Union and Labour Relations
(Consolidation) Act 1992), (e) his/her physical or mental health or condition, (f) his/her
sexual life, (g) the commission or alleged commission by him/her of any offence, or (h)
any proceedings for any offence committed or alleged to have been committed by
him/her, the disposal of such proceedings or the sentence of any court in such
proceedings

The presumption is that, because information about these matters could be used in a
discriminatory way, and is likely to be of a private nature, it needs to be treated with
greater care than other personal data. In particular, if you are processing sensitive
personal data you must satisfy one or more of the conditions for processing which
apply specifically to such data, as well as one of the general conditions which apply in
every case. The nature of the data is also a factor in deciding what security is
appropriate.

The conditions for processing data

Unless a relevant exemption applies, at least one of the following conditions must be
met whenever you process personal data:

* The individual who the personal data is about has consented to the processing.

The processing is necessary: (a) in relation to a contract which the individual has
entered into; (b) or because the individual has asked for something to be done so they
can enter into a contract.

The processing is necessary because of a legal obligation that applies to you (except
an obligation imposed by a contract). The processing is necessary to protect the
individual’s “vital interests”. This condition only applies in cases of life or death, such as
where an individual’s medical history is disclosed to a hospital's A&E department
treating them after a serious road accident. The processing is necessary for
administering justice, or for exercising statutory, governmental, or other public
functions. The processing is in accordance with the “legitimate interests” condition.

According to ICT FP7 Ethical Guidelines [6]

FP7 2.1 notes that there are new dangers associated with Information and
Communications Technology (ICT) research, and therefore prior risk assessment and
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“identification of precautionary actions proportional to the potential risk or harm” must
be undertaken.

FP7 also notes that:

* “researchers have a duty to alert public authorities to the ethical and practical
implications of their ICT research outcomes, as and when particular issues
become apparent within the research process”

* researchers must respect each volunteer's right to remain anonymous.
Furthermore, “researchers must comply with Data Protection legislation in the
Member State where the research will be carried out regarding ICT research
data that relates to volunteers”

* it is required “to the extent that an individual, via an ICT implant or wearable
computing device, becomes part of an ICT network, the operation of this whole
network will need to respect privacy and data protection requirements.”

* It is stated that “ICT implants or wearable computing devices must not: allow
individuals to be located on a permanent and/or occasional basis, without the
individual’s prior knowledge and consent; allow information to be changed
remotely without the individual’s prior knowledge and consent; be used to
support any kind of discrimination; [...]”

FP7 3.2 (“eHealth12 and genetics”) specifies that personal health data must be treated
as ‘sensitive personal data’. ICT researchers using it have a duty of confidentiality
equivalent to the professional duty of medical confidentiality. Therefore:

* The use of personal health data in ICT research for the purposes from which
society as a whole benefits must be justified in the context of the personal
rights.

* The security of ICT in healthcare is an ethical imperative to ensure the respect
for human rights and freedoms of the individual, in particular the confidentiality
of data and the reliability of ICT systems used in medical care.

Finally, FP7 3.3 states that

“‘Researchers involved in ICT-bio/nano-electronics research proposals should be aware
that certain applications, e.g. miniaturised sensors, may have specific implications for
the protection of privacy and personal data.”

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) [8]

This recent Regulation is an essential step to strengthen citizens' fundamental rights in
the digital age and facilitate business by simplifying rules for companies in the Digital
Single Market. On 15 December 2015, the European Parliament, the Council and the
Commission reached agreement on the new data protection rules, establishing a
modern and harmonised data protection framework across the EU, paving the way
towards a Digital Single Market Strategy. On 14 April 2016 the Regulation and the
Directive were adopted by the European Parliament, on 24 May 2016
the Regulation was entered into force, and it was applied from 25 May 2018.
The Directive entered into force on 5 May 2016 and EU Member States had to
transpose it into their national law by 6 May 2018 [8]. As a consequence, the FrailSafe
project needed to be in accordance with this most recent EU Regulation. In this case,
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EU Regulations are addressed to all member states and are applied in full; it is applied
in its entirety across the EU without the need for national legislation.

The Regulation regulates the processing of personal data as such:

* Article 5, “Principles relating to processing of personal data”:
o 1. Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in
relation to the data subject (‘lawfulness, fairness and
transparency’);

(b) collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be
considered to be incompatible with the initial purposes (‘purpose
limitation’);

(c) adequate, relevant and limited to what is necessary in relation
to the purposes for which they are processed (‘data
minimisation’);

(d) accurate and, where necessary, kept up to date; every
reasonable step must be taken to ensure that personal data that
are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay (‘accuracy’);

(e) kept in a form which permits identification of data subjects for
no longer than is necessary for the purposes for which the
personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed
solely for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the
appropriate technical and organisational measures required by
this Regulation in order to safeguard the rights and freedoms of
the data subject (‘storage limitation’);

(f) processed in a manner that ensures appropriate security of
the personal data, including protection against unauthorised or
unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures
(‘integrity and confidentiality’).

* Atrticle 6, “Lawfulness of processing”
o 1. Processing shall be lawful only if and to the extent that at least one
of the following applies:

(a) the data subject has given consent to the processing of his or
her personal data for one or more specific purposes;

(b) processing is necessary for the performance of a contract to
which the data subject is party or in order to take steps at the
request of the data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation
to which the controller is subject;

(d) processing is necessary in order to protect the vital interests
of the data subject or of another natural person;

(e) processing is necessary for the performance of a task carried
out in the public interest or in the exercise of official authority
vested in the controller;

(f) processing is necessary for the purposes of the legitimate
interests pursued by the controller or by a third party, except
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where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which
require protection of personal data, in particular where the data
subject is a child.

» Point (f) of the first subparagraph shall not apply to processing
carried out by public authorities in the performance of their tasks.

o 2. Member States may maintain or introduce more specific provisions to
adapt the application of the rules of this Regulation with regard to
processing for compliance with points (c) and (e) of paragraph 1 by
determining more precisely specific requirements for the processing and
other measures to ensure lawful and fair processing including for other
specific processing situations as provided for in Chapter 9.

o 3. The basis for the processing referred to in point (c) and (e) of
paragraph 1 shall be laid down by:

= (a) Union law; or

» (b) Member State law to which the controller is subject.

» The purpose of the processing shall be determined in that legal
basis or, as regards the processing referred to in point (e) of
paragraph 1, shall be necessary for the performance of a task
carried out in the public interest or in the exercise of official
authority vested in the controller. That legal basis may contain
specific provisions to adapt the application of rules of this
Regulation, inter alia: the general conditions governing the
lawfulness of processing by the controller; the types of data
which are subject to the processing; the data subjects
concerned; the entities to, and the purposes for which, the
personal data may be disclosed; the purpose limitation; storage
periods; and processing operations and processing procedures,
including measures to ensure lawful and fair processing such as
those for other specific processing situations as provided for in
Chapter 9. The Union or the Member State law shall meet an
objective of public interest and be proportionate to the legitimate
aim pursued.

o 4. Where the processing for a purpose other than that for which the
personal data have been collected is not based on the data subject's
consent or on a Union or Member State law which constitutes a
necessary and proportionate measure in a democratic society to
safeguard the objectives referred to in Article 23(1), the controller shall,
in order to ascertain whether processing for another purpose is
compatible with the purpose for which the personal data are initially
collected, take into account, inter alia:

= (a) any link between the purposes for which the personal data
have been collected and the purposes of the intended further
processing;

» (b) the context in which the personal data have been collected, in
particular regarding the relationship between data subjects and
the controller;

» (c) the nature of the personal data, in particular whether special
categories of personal data are processed, pursuant to Article 9,
or whether personal data related to criminal convictions and
offences are processed, pursuant to Article 10;

» (d) the possible consequences of the intended further processing
for data subjects;

= (e) the existence of appropriate safeguards, which may include
encryption or pseudonymisation.
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3.2 Privacy Protection related to FrailSafe

This Ethics Blueprint aims to satisfactorily identify the central ethical considerations, as
well as indicating the measures required to prevent unnecessary exposure to risk for
the participants and researchers in the FrailSafe project. Contributors to specific Tasks
of the FrailSafe project should take specific responsibility for the periodic review of any
relevant implications or issues that arise, and also the responsibility for necessary
dissemination of this information to appropriate authorities, organisations, and/or
bodies.

FrailSafe involves “sensitive personal data” and in particular about participants physical
and mental health condition. Hence, participants must give informed consent and data
must be handled with appropriate arrangements (see below). These “sensitive personal
data” will be handled only by the local clinical research personnel bound by local
confidentiality rules. These data will not be transferred, merged or exchanged. All other
collected or recorded data will be anonymised with no personal identifiers and no
means to link these to personal identifiers — hence falls outside the scope of legislation
concerning personal data. Anonymised data stored in the cloud will also be encrypted.

Handling of “sensitive personal data”

1. Data collected during the clinical assessment by members of the research team will
be anonymised by the same research staff and will contain no identifying information.
These data will then be passed to other members of the FrailSafe consortium to be
used freely, without requiring consent from the participant or any additional regulatory
approval.

2. Data collected during previous approved research projects, which has been
anonymised, may be passed to members of the FrailSafe consortium to be used freely,
without requiring consent from the participant or any additional regulatory approval.

3. Data to be collected require Research Ethics Committee approval.

Note that in (1) and (2) the key issues are that the data are anonymised and that the
researchers cannot link the data back to any personal identifiers; and that no additional
research-specific procedures are needed as part of the FrailSafe project.

Compliance is required with “national legislation, European Union legislation, [respect
for] international conventions and declarations and [researchers must] take into
account the Opinions of the European Group on Ethics”. Within this Blueprint all
relevant documents will be considered, as well as a broader assessment of appropriate
ethical issues. The ‘whole FrailSafe network’ covers all involved countries and,
therefore, all countries are held to the standard of whichever member state has the
most stringent requirements.

The authors cannot be certain that identical permissions would be granted in other
jurisdictions, especially outside the EU, but note that the principles here should be
applicable in all EU member states. The FrailSafe data are not planned to be used
outside EU, but in case of uncertainty arises, advice should be sought from local
Research Ethics Committees and Data Protection Authorities.

During the duration of the FrailSafe project, data, as specified by the protocol, gathered
in one country will be shared with researchers in other member states. Therefore, in
order to appropriately respect the rights of the volunteers, all participating researchers
must comply with the most stringent Data Protection legislation of all involved
countries, effectively holding those involved with the project to the highest standard,
whilst ensuring that data collected in one member state is not then treated with less
care when transferred to a second or third member state.
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Informed consent will be required from all research participants, and the consent given
must be voluntary and “based on knowledge of the purpose, procedures and outcomes
of the research”. In order to satisfy the knowledge requirements of a satisfactory
consent, all those considering participating in the study will have a private discussion
with an appropriate member of the research team, an information sheet will be given
that they can read and reflect upon, have the freedom to ask questions about the
project (both prior to agreeing to participate and throughout their participation, as
needed), as well as knowing that they are free to leave the project whenever they wish
without the need to give an explanation and without this action having a detrimental
effect on the standard of medical care that they receive. Furthermore, each participant
will be aware of their freedom to access their own data gathered, as well as the power
to have this information permanently deleted should they so wish. During the time that
a participant is involved in the research, they will be informed of any and all changes in
the method, application, funding, etc. of the study to a sufficient level in order to ensure
a fully informed and valid consent. All information conveyed to those involved (those
considering participation, those participating, and those that leave the study) will be
communicated in the clearest way possible, and every effort will be made to ensure
that all information has been adequately understood; this will avoid uninformed consent
being given due to excessively technical language being used, or other such
complications. The autonomy of the participant will be respected throughout the entire
process of the study.

Personal privacy of participants should be respected, especially as ICT in the context
of healthcare is “likely to raise privacy issues”. For this reason, the reporting of
research outcomes must be conducted in a manner which protects participant privacy
and complies with all relevant data protection requirements. All data gathered should,
therefore, be anonymised wherever possible and, furthermore, access to any sensitive
personal data should be restricted. Access to such data will be granted to those that
have a legitimate need to process the information in a way relevant to the FrailSafe
project and certain safeguards will be in place including (but not limited to):
responsibility for the appropriate use of and access to the data being assigned to a
specific individual in each ‘research team’; an access log being maintained where
appropriate; a proper level of security and encryption being used for the storage and
sharing of sensitive information (both data in-transmission and at-rest); an end-date
being agreed upon and responsibility assigned to a person or organisation for the
complete deletion of all sensitive data when that time is reached.

It is also required that “researchers must carefully evaluate and report the personal
privacy implications of the intended use or potential use of the research outcomes”.
Wherever possible, they must ensure that research outcomes do not contravene these
“fundamental rights” (to privacy and data protection). Therefore, all researchers will be
made aware of this requirement and, again, responsibility will be assigned to specific
individuals for the timely assessment and response to such concerns.

When prospective participants are being given information about the research as part
of the consent procedure, they are fully informed about all the ways in which
information is gathered, exchanged and shared. In this way ‘prior knowledge’ is
ensured. Furthermore, to ensure that participants are free to leave the study whenever
they wish (and from this moment prevent any further information being gathered), any
computing device, wearable or not, is produced with an ‘off function that is easily
usable by the participant. The devices are also designed with the possibility of pausing
information gathering if the participant so wishes, in order to protect privacy at certain
times but allowing the participant to remain in the study. With discrimination against
the participant in mind, in case of the device being worn outside of a ‘safe/private’
environment (such as the home or research laboratory) the design of the device is as
discreet as its proper functioning will allow.
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FrailSafe involves the use of electronic sensors, which may have specific implications
for the protection of privacy and personal data. A detailed elaboration will be carried out
following all the above-mentioned legislation and restrictions.

The dignity of each participant will be respected, particularly by properly following
consent procedures, by appreciating the voluntary nature of their participation, and by
ensuring the security of any personal data gathered.

The wearable and portable devices will be designed with a respect for the integrity of
the participant in mind. No unauthorised information will be gathered, nor will the
device interfere with normal functioning in any way without consent. The device will
pose no serious risk to short or long-term health. Procedures will be in place to identify
any possibility of misuses or abuses of data as soon as they arise, and safeguards will
be applied to prevent this occurring.

There will be a well-developed data management process in place to ensure the
security of data. The FrailSafe Ethics committee that has been already appointed will
be charged with protecting the rights and safety of participants by guaranteeing that
FrailSafe researchers will strictly adhere to this ethics blueprint and management
protocol. The data management plan will be addressed in detail in D8.6. Similarly, the
technical approach to support the security and privacy subsystem will be presented in
detail in D.6.2

There shall be no interference by a public authority with the exercise of the right to
respect for private and family life, except such as is in accordance with the law and is
necessary in a democratic society in the interests of national security, public safety or
the economic well-being of the country, for the prevention of disorder or crime, for the
protection of health or morals, or for the protection of the rights and freedoms of
others.”

3.3 Data Quality

From the General Provisions section of the Directive, Article 6 (principles relating to
data quality):

1. Member States shall provide that personal data must be:

(a) processed fairly and lawfully; (b) collected for specified, explicit and legitimate
purposes and not further processed in a way incompatible with those purposes. Further
processing of data for historical, statistical or scientific purposes shall not be
considered as incompatible provided that Member States provide appropriate
safeguards; (c) adequate, relevant and not excessive in relation to the purposes for
which they are collected and/or further processed; (d) accurate and, where necessary,
kept up to date; every reasonable step must be taken to ensure that data which are
inaccurate or incomplete, having regard to the purposes for which they were collected
or for which they are further processed, are erased or rectified; (e) kept in a form which
permits identification of data subjects for no longer than is necessary for the purposes
for which the data were collected or for which they are further processed. Member
States shall lay down appropriate safeguards for personal data stored for longer
periods for historical, statistical or scientific use.

Therefore, all data must be relevant, accurate, anonymised when possible, and used
only for the specified purposes. A controller must be appointed and will be the one to
ensure that the directive is adhered to. According to Article 2(d) ‘controller' shall mean
the natural or legal person, public authority, agency or any other body which alone or
jointly with others determines the purposes and means of the processing of personal
data; [...] [1]
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2. Member States shall provide that the controller or his representative must provide a
data subject from whom data relating to himself are collected with at least the following
information, except where he already has it:

(a) the identity of the controller and of his representative, if any; (b) the purposes of the
processing for which the data are intended; (c) any further information such as

- the recipients or categories of recipients of the data

- whether replies to the questions are obligatory or voluntary, as well as the possible
consequences of failure to reply

- the existence of the right of access to and the right to rectify the data concerning him
in so far as such further information is necessary, having regard to the specific
circumstances in which the data are collected, to guarantee fair processing in respect
of the data subject. These requirements will be met as part of the consent procedure.

3.4 Data Security and Legal Framework

Data should be secure from viruses, hacker attacks, forgery etc. Security means
protection of information and information systems by ensuring confidentiality,
availability, integrity, authentication, and non-repudiation. [2]

Confidentiality: Information is not made available or disclosed to unauthorized
individuals and entities.

* Availability: Data/information have to be available, only authorized persons can
remove it, in accordance to law

* Integrity: only authorized persons can modify the data/information, in
accordance to law

* Authentication must be preserved (data/information must be authentic)

* Non-repudiation — participants will not be able to successfully challenge the
authorship of the data provided

Directive 95/46/EC (Data Protection Directive) (now repealed by Regulation (EU)
2016/679)

The following requirements will be met [1]:

(1) Applicants need to identify the appropriate/competent data protection authority
that will provide the relevant authorisations;

Responsibility must be assigned (country specific) for the identification of the relevant
authority and the request from that authority for any necessary authorisations.
Depending on the legal environment, applicants need to provide the appropriate
authority with a detailed description of the proposed data collection (and their usage)
and the methodology that will be employed for collecting, using and storing of personal
data.

(2) Improper use and data protection: as previously noted, researchers must be
conscious of the possible misuse or dual use of any information gathered. If such a
possibility is considered to exist, appropriate safeguards will be put in place.
Researchers will need to consider the following questions:

* Can the data obtained within the project have another, reasonably foreseeable,
usage?

* If this is the case, which safeguard measures will be put in place so as to
protect and control data flow?
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* Have the necessary authorizations for data circulation obtained? Who shall be
contacted to assess this need?

These questions will be answered (with a prepared answer accessible when required
by the relevant authorities) by an appropriate representative of the FrailSafe project.

Directive 95/46/EC: On the protection of individuals with regard to the processing
of personal data and on the free movement of such data

This is a very extensive document, covering the uses of data in a variety of contexts.
Below are those clauses or aspects which are most relevant to FrailSafe project, and
which need to be incorporated or kept in mind. They have been included in full in order
to ensure that they are fully adhered to in the case that an aspect of FrailSafe changes
(so that a specific interpretation does not become redundant).

(1) It is required that the processing of data in a particular EU member state be
governed by the law of that state:

* Whereas, in order to ensure that individuals are not deprived of the protection to
which they are entitled under this Directive, any processing of personal data in
the Community must be carried out in accordance with the law of one of the
Member States; whereas, in this connection, processing carried out under the
responsibility of a controller who is established in a Member State should be
governed by the law of that State.

For this reason, under the list of recommendations is the requirement that all those
involved with data processing in any way are familiar with the data protection legislation
of the involved member states. It must also be considered that of those involved with
FrailSafe, the majority are experienced in dealing with this sort of data in the
appropriate way and that, furthermore, Directive 95/46/EC is intended to standardise
data protection legislation across the EU, and now surpassed by the newly approved
Directive (EU) 2016/680 on the protection of natural persons with regard to the
processing of personal data [7]

In order to ensure that participants’ rights are protected at all times, there will be one
standard that will cover the processing of data in all involved member states.
Procedures will be in place to ensure this (including consent, data protection):

* Whereas the fact that the processing of data is carried out by a person
established in a third country must not stand in the way of the protection of
individuals provided for in this Directive; whereas in these cases, the processing
should be governed by the law of the Member State in which the means used
are located, and there should be guarantees to ensure that the rights and
obligations provided for in this Directive are respected in practice;

These procedures will ensure a uniformity in the treatment of the data, meaning that in
practice there will be no difference in the way the data is handled between the place it
is gathered and the place it is processed (when distinct).

(2) It is acknowledged that those processing the data have certain responsibilities
which must be upheld, but that the subject of the data also must have the possibility of
reviewing the data, altering it (where appropriate) and withdrawing from the study:

* Whereas the principles of protection must be reflected, on one hand, in the
obligations imposed on persons, public authorities, enterprises, agencies or
other bodies responsible for processing, in particular regarding data quality,
technical security, notification to the supervisory authority, and the
circumstances under which processing can be carried out, and, on the other
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hand, in the right conferred on individuals, the data on whom are the subject of
processing, to be informed that processing is taking place, to consult the data,
to request corrections and even to object to processing in certain
circumstances;

The participants of the study will be informed of these rights during the consent
procedure, and they will also be listed on the information sheet that will be available to
keep. Data which contain information sufficient to identify a person must be covered by
a principle of protection; this principle will not apply to that data that has been
sufficiently anonymised:

Whereas the principles of protection must apply to any information concerning an
identified or identifiable person; whereas, to determine whether a person is identifiable,
account should be taken of all the means likely reasonably to be used either by the
controller or by any other person to identify the said person; whereas the principles of
protection shall not apply to data rendered anonymous in such a way that the data
subject is no longer identifiable.

(3) Use of the data gathered - that it must be demonstrably relevant to the project, that
the planned use of the data must have been consented to by the participant, and that
there shall not be a secondary, unrelated use of the data (without prior consent):

* Whereas any processing of personal data must be lawful and fair to the
individuals concerned; whereas, in particular, the data must be adequate,
relevant and not excessive in relation to the purposes for which they are
processed; whereas such purposes must be explicit and legitimate and must be
determined at the time of collection of the data; whereas the purposes of
processing further to collection shall not be incompatible with the purposes as
they were originally specified;

This requirement is especially relevant when making finally decisions about the type
and extent of data that will be gathered: all data that is gathered must be demonstrably
relevant to the study itself, not gathered without reason or because a lack of focus
when gathering data is in any way easier.

All countries involved in the gathering, transfer, or processing of data must ensure that
they meet the requirements of all member states (and, particularly, of this Directive):

*  Whereas, [...] the transfer of personal data to a third country which does not
ensure an adequate level of protection must be prohibited;

Data is not to be shared with a third country (specifically, an non-EU member state)
without first meeting the requirements of this directive.

Directive 2002/58/EC (e-Privacy Directive): Article 4. Security [2]

1.The provider of a publicly available electronic communications service must take
appropriate technical and organizational measures to safeguard security of its services,
if necessary in conjunction with the provider of the public communications network with
respect to network security. Having regard to the state of the art and the cost of their
implementation, these measures shall ensure a level of security appropriate to the risk
presented.

2. In case of a particular risk of a breach of the security of the network, the provider of a
publicly available electronic communications service must inform the subscribers
concerning such risk and, where the risk lies outside the scope of the measures to be
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taken by the service provider, of any possible remedies, including an indication of the
likely costs involved.

Council Framework Decision (2005/222/JHA) [13] addresses the most significant
forms of criminal activity against information systems, such as hacking, viruses and
denial of service attacks. The Framework Decision seeks to approximate criminal law
across the EU to ensure that Europe's law enforcement and judicial authorities can
take action against this form of crime. At the moment, there is a proposal for a Directive
on attacks against information systems, repealing Framework Decision 2005/222/JHA.

Regulation EU 2016/679 (On General Data Protection Regulation) [8]
The Regulation says about this point:

“Where processing is carried out in accordance with a legal obligation to which the
controller is subject or where processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official authority, the processing
should have a basis in Union or Member State law. This Regulation does not require a
specific law for each individual processing. A law as a basis for several processing
operations based on a legal obligation to which the controller is subject or where
processing is necessary for the performance of a task carried out in the public interest
or in the exercise of an official authority may be sufficient. It should also be for Union or
Member State law to determine the purpose of processing. Furthermore, that law could
specify the general conditions of this Regulation governing the lawfulness of personal
data processing, establish specifications for determining the controller, the type of
personal data which are subject to the processing, the data subjects concerned, the
entities to which the personal data may be disclosed, the purpose limitations, the
storage period and other measures to ensure lawful and fair processing. It should also
be for Union or Member State law to determine whether the controller performing a
task carried out in the public interest or in the exercise of official authority should be a
public authority or another natural or legal person governed by public law, or, where it
is in the public interest to do so, including for health purposes such as public health and
social protection and the management of health care services, by private law, such as
a professional association. “.

3.5 National Frameworks

This section describes national frameworks of the four countries involved with handling
of data within the FrailSafe project.

3.5.1Greece

Greek legislation regarding public participation, electronic communication, personal
data protection and ethics:

» Greek Law 3242/2004 and Greek Law 3448/2006. Self-imposed search of
documents by the public authorities, use of information of the public sector:
Direct communication among competent Authorities for issuing certain types of
documents which might be needed for environmental authorization and
environmental control should be requested by the Environmental Authority
through direct communication with other competent Authorities.

» Greek Law 2472/1997 concerning the protection of personal data.
(Governmental Gazette Vol. A/50/10.04.1997). “Protection of the individual
against processing of personal data”)
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» The 2003 Ministerial Decision AYIl/89292, which harmonised national
legislation with the EU Directive 2001/20

» The Council's of Europe Convention on Human Rights and Biomedicine, known
as the Oviedo Convention, that Greece has incorporated to national legislation
by law 2619/1998

3.5.2 France

* Directive 95/46/EC is incorporated into French Law Nr. 2004-801 of 6 August
2004 relating to the Protection of Data Subjects as Regards the Processing of
Personal Data. Data protection is overseen by the Commission Nationale de
I'Informatique et des Libertés (CNIL)

All work involving the use of human biological samples will be performed following the
Bioethics law. All clinical trials or work involving human beings will follow the French
Code of Public Health (1st part book Il bis) on “The protection of persons in biomedical
research” (www.legifrance.gouv.fr).

3.5.3 Cyprus

Research must comply with the Principles of the Processing of Personal Data
(Protection of Individual Law 2001 (138(1)/2001.) The Act contains eight governing
Principles relating to the collection, use and disclosure of data, and the rights of data
subjects to have access to personal data concerning themselves.

Data acquisition and evaluation in Cyprus are both subjected to scrutiny by the Cyprus
National BioEthics Committee (CNBEC). MATERIA will inform CNBEC about the data
that will be collected and will formally ask for advice about ethical issues. In the case
of FrailSafe a formal application to the CNBEC will be made for the collection and
analysis of the data. The laws governing ethical issues are also conveniently kept at
the CNBEC web page (http://www.bioethics.gov.cy/Law/cnbc/cnbc.nsf/All/ C68D8A
0952500F56C22571C9002A69177?0penDocument). Special care will be given to law
37(l) of 2003 that was voted as an amendment to earlier laws, specifically for aligning
Cyprus legal regiment to the provisions of Directive 95/46/EC of the EU.

3.5.4 Italy

In Italy protection of personal data is guaranteed by the Italian Legislative Decree 30
June 2003, 196, in compliance with the EU Law. The Law n. 547, 23th December
1993, defines the Criminal Code and the Criminal Procedure Code on the subject of
computer crime.

The Law n.150, 7th June 2000, addresses the issue of transparency, acknowledging
the right of access of citizens to administrative institutions and to administrative
proceedings, including the use of consultation and active participation action. A specific
law (Legge Stanca, Art. 4, 9 January 2004) has been defined to face the issue of
accessibility, intended as the “ability of computer systems, in the manner and to the
extent permitted by technological knowledge, to provide services and usable
information, without discrimination, even for those who, because of personal
disabilities, require assistive technology or special configurations". The Italian
Legislative Decree 7 March 2005, n. 82, the so called “Public Administration Digital
Code” (http://www.digitpa.gov.it/cad), addresses a set of ethical issues such as:

* Privacy of data transmitted electronically (“Persons working with electronic
transmission of documents, data and documents drawn up by computer cannot
take cognizance of electronic correspondence, duplicate by any means or
transfer to any third parties information about the existence of correspondence,
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communications or messages transmitted over the Internet and the related
content and any part/extract of it, except in the case of information by their
nature or by express indication of the sender intended to be made public”)

4 . Legal & Ethical Framework for Involvement of Human Subjects

ICT research may cause harm related to: systems assurance (confidentiality,
availability, integrity); individual and organizational privacy; reputation, emotional well-
being, or financial sensitivities; and infringement of legal rights (derived from
constitution, contract, regulation, or common law) [14]

Therefore, two main ethical questions should be asked about participants involved in
the FrailSafe project:

=  Will they be exposed to any harm?
= Wil they represent all social groups that will use the service?

The FrailSafe protocol foresees that in the evaluation period feedback from the
participants will be collected, processed and analysed to establish user satisfaction and
acceptance, as well as ease of use.

The FrailSafe partners should, as it is also mentioned previously:

* inform participants on the research protocol, risks they could face (if any), and
research and society benefits

* obtain consent from participants

* inform participants that they can withdraw from research at any time without
suffering negative consequences

* ensure anonymous participation

* ensure not to harm

* provide necessary help and support to participants

As standard approach, in any case, all data treated and managed by the project
reference to anonymous subjects and by no mean anagraphical data are stored in
digital format by the project.

5. Cloud Computing on Privacy Issues

The European Digital Agenda [14] promotes the development of an EU-wide strategy
on cloud computing, however, the current legislation, both at European and at National
level, did not explicitly address the cloud/software as a service environment, before the
Regulation EU 2016/679 [8].

‘Cloud computing’ is the storing, processing and use of data on remotely located
computers accessed over the internet. Services such as web-based e-mail or social
networks are often based on cloud technology. For professional IT users and public
authorities cloud computing can mean a high degree of flexibility as to the amount of
computing power needed. It also saves on money, office space and in-house IT
support staff. The take-up of cloud computing in local and regional authorities has so
far been slowed down by concerns about a lack of privacy, data security, lack of
standardization, and jurisdictional issues relating to applicable law and law
enforcement access to data.

Private or commercially sensitive data may be stored in a Cloud computing
environment, accessed and processed in remote locations, including different
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countries. Thus, data protection and identity management become increasingly
important to assure continued trust in and uptake of these services.

This previous lack of a common and clear regulation, in terms of cloud-computing had
led to some uncertainty in the design of Cloud solutions. The requirements to be taken
into consideration are those proposed by the new Regulation EU 2016/679 [7] and to
those related to the management of data [13-14]. Data is subject to specific legislative
requirements that may depend on the location where they are hosted or on the
purposes for which they are processed. In the cloud case, there was a lack of clarity on
applicable law, due to the cross-border situations where the data subject, the data, the
controller, the processor and the processing may be located in different countries
(Articles 25 and 26 of Directive 95/46/EC) [1]. Now according the new Regulation
clearly states “This Regulation applies to the processing of personal data in the context
of the activities of an establishment of a controller or a processor in the Union,
regardless of whether the processing takes place in the Union or not” (Article 3,
Regulation EU 2016/679).

Privacy protection is one of the main concerns to be taken into account in the design of
services to be deployed on the Cloud, as trust in Cloud computing is a key prerequisite.
Different countries have different laws regarding which kind of data may be hosted in a
cloud, where and how it is to be protected and may be accessed or made public. Within
the cloud, technically data may be hosted anywhere within the distributed
infrastructure, i.e. potentially anywhere in the world. The Regulation EU 2016/679
principles and, where needed, the national legal frameworks will guide platforms to be
developed on cloud.

Sensitive personal data from FrailSafe project participants will not be stored in the
cloud; the handling and protection of these data has been extensively analysed
previously. Anonymised and encrypted data, however, will be transferred or streamed
via net.

Two specific actions are waited from the European Commission

1) The EC should ensure the review of the Data Protection Directive delivers a result
that facilitates Cloud computing in Europe and at a global level and consider the impact
of the national implementations of the Data Protection and ePrivacy Directives on the
Cloud.

2) The EC should work with other jurisdictions/regions to develop interoperable
requirements that facilitate information flows with appropriate security and privacy
protection, including the opportunity to build upon recognised existing global initiatives.

Meanwhile the following recommendations are placed:

* FrailSafe will define the responsibilities of the cloud provider in accordance with
the current legislation on management of data protection

* The specification of security measures that the cloud provider complies will be
examined depending on the risks represented by the processing and the nature
of the data to be protected

* Specification of the conditions for returning data or destroying the data once the
FrailSafe project is concluded. Furthermore, it must be ensured that personal
data are erased securely at the request of the cloud client

* Only authorized persons can have access to data

* Obligation on the provider's part to support the client in facilitating exercise of
data subjects’ rights to access, correct or delete their data

* It should be expressly established that the cloud provider may not communicate
the data to third parties

» Clarification of the responsibilities of the cloud provider to notify the cloud client
in the event of any data breach which affects the cloud client’s data
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* |t should be contractually fixed that the cloud provider must inform the client
about relevant changes concerning the respective cloud service, such as the
implementation of additional functions

* Notification of cloud client about any legally binding request for disclosure of the
personal data by a law enforcement authority unless otherwise prohibited

* A general obligation on the provider’s part to give assurance that its internal
organization and data processing arrangements (and those of its sub-
processors, if any) are compliant with the applicable national and international
legal requirements and standards

Moreover, the selection of the public cloud provider was carefully thought; the selected
cloud provider went through a thorough evaluation and verification satisfying the rules
of GDPR [8]. Initially, similar previous projects have been evaluated and all technical
aspects were analysed; then a privacy consultant was consulted to obtain informal
instructions on how to manage and achieve compliance with GDPR, and then legal
expert advice was sought in matters related to privacy and its application to Cloud
adoption and usage contexts. After that, a number of different cloud providers publicly
stated their capability to comply with GDPR. In particular, on September 2016, the
Cloud Infrastructure Service Providers in Europe (CISPE) was constituted, in order to
group a number of EU technology companies whose mission and business is focused
on the provision of cloud computing infrastructure services. The CISPE has its own
code of conduct, that is applied by every participant, where its clearly stated that the
compliance with the new GDPR must be guaranteed. Finally, Amazon Web Services
was selected as the Cloud provider for FrailSafe. Amazon Web Services officially
declared that has been enlisted among those adopting the CISPE code of conduct. In
this way it was guaranteed that the privacy terms posed by the regulation must be
respected by the provider and that the project could rely on its services.

These steps taken in FrailSafe project have guaranteed, as much as possible, respect
of data protection regulations and individuals’ privacy.

6. FrailSafe Ethics Guidelines

Data privacy is the right of any individual to expect that his/her personal information
directly or indirectly collected are processed securely and are not disseminated without
their written consent. Information collected with permission for one purpose should not
be used without permission for other reasons. Data protection is the framework of
security measures designed to guarantee that data are handled in such a manner as to
ensure that they are safe from unintended, unwanted or malevolent use. Data
protection is the technical mechanism to ensure data privacy.

Horizon 2020 for ethical & legal issues has provided guideline for self-assessment of
proposals [17], as ethics issues arise in many areas of research. Research and
innovation projects often involve the voluntary participation of subjects and collection of
data that might be considered as personal.

FrailSafe, as it has been mentioned previously, collects personal data, including
demographics, social status, living conditions, current and past medical history, current
medical treatment, clinical assessment regarding frailty, capture of physiological
measurements (i.e. weight, height, bioimpedance, grip strength, arterial rigidity),
continuous physiological measurements (i.e. heart rate, respiratory rate, body
movement, etc), which will be analysed off-line initially, and later online streamed and
analysed, detection of in-door movement via beacons, detection of out-door
movement via GPS. Data from gaming will also be recorded and WEB transmitted;
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typed text, as well as written text, will be obtained, digitalized, and then analysed. An
aspect to be considered is the deployment of cloud computing. Transmitted data will be
anonymised and encrypted, however, a number of data protection risks may exist;
mainly a reduced control over how, where and by whom the data is being
processed/sub-processed.

A crucial aspect to be considered in this context is the wide scale deployment of cloud
computing services, which can trigger a number of data protection risks, mainly a
reduced control over personal data, as well as insufficient information with regard to
how, where and by whom the data is being processed or sub-processed. These risks
need to be carefully assessed by public bodies and private enterprises when they are
considering engaging the services of a cloud provider.

The lawfulness of the processing of personal data in the cloud depends on the
adherence to basic principles of the EU data protection law, on the basis of which it's
possible to define the following recommendations:

Recommendations for FrailSafe:
* Minimization: anonymised data.

Following the recommendation of art.4 GDPR [8] on psudonymisation, the personal
data of the participants cannot be attributed to a specific subject without the use of
additional information. During this project the research medical personnel had the
identity of participants kept separately following the security measures set by their
respective organizations; only through a unique arithmetic code the FrailSafe
information could be linked with the specific subject. In the future, when the
FrailSafe product will be marked a similar process will be used. The FrailSafe
information will be psudonymised and the medical personnel who will have the
legal right and the consent of the subject to handle personal data will have the
identifying information kept separately and subject to technical and organisational
security measures.

* Transparency

Current users of FrailSafe are informed, as well as future users will be informed, in
writing which data and where will be stored and how these will be transmitted
complying with art. 5 GDPR. The time span of storage of data is also specified.

e Consent

The consent text, written in an intelligible and easily accessible form, explains the
purpose of the project, the type and frequency of clinical assessments, the nature
of data recording, storing and the way of transmission, including the entities
involved in the analysis of data. Obviously, no consent indicates no participation.
The consent legal text is customized for each pilot country with references to the
local legislation that applies. The consent procedure complies with art. 7 GDPR.

At the time of recruitment all participants were not cognitively impaired and were
legally able to consent. However, if during the project subjects are for any reason
incapacitated, i.e. a person lacks capacity if their mind is impaired or disturbed in
some way and this means the person is unable to make a decision at that time, the
subject will discontinue the participation. The recorded data will be analysed and
used according to the ininial consent.

e Defaults

By default, data are not automatically shared. Data sharing and diffusion applies
just to data for which consent has been given, and in accordance with the diffusion
terms expressed by the consent. Art 45 GDPR states that transfer of data are
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permitted within European Union, as long as it is ensured adequate level of
protection, without being required prior authorisation.

* Purpose specification and limitation

Personal data must be collected just for the specified purposes of the participation
process and not further processed in a way incompatible with those purposes. It
must be ensured that personal data are not (illegally) processed for further
purposes.

* Erasure of data

Personal data must be kept in a form that permits the identification of data subjects
for no longer than it is necessary for the purposes for which the data were collected
or for which they are further processed. Data should also be erased when informed
consent is withdrawn.

¢ Accountability

It shall be possible to establish what an entity did at a certain point in time in the
past and how.

e Cookies

The system shall not store cookies on the users’ computers to prevent any
unauthorized tracking of the users’ activities on the Internet.

* Security

The FrailSafe system has been designed adopting a security and privacy by default
approach. Because of that, the architecture of the system was devised to guarantee
a high level of security at all levels. The resources of the cloud are isolated and the
access to them are strictly limited to those elements compulsorily required for the
provision of their services. Data are secured both in transit and at rest, that means
encryption is used in transmission as well as for the persistence of data, while
policies of regular backups for data preservation and of resources access had been
put in place. A security system for the verification of users’ authentication for
interacting with the system services has been implemented and the accountability
of the actions on the resources is guaranteed both on services and infrastructural
sides

6.1 Protection of Personal Data

Data collected during the clinical assessment by members of the research team are
anonymised by the same research staff and contain no identifying information. Name,
addresses, telephone numbers, email, and signed consent forms are stored and
secured locally within the clinical partner's medical institutions following procedures
that are dictated by national legislation, and local guidelines and procedures. It should
be noted that medical institutions have in place their own data privacy and security
policies which should be compliant with National and EU regulations. The anonymised
data are then passed to other members of the FrailSafe consortium to be used freely,
without requiring further consent from the participant or any additional regulatory
approval. Therefore, the consortium guarantees that all personal data collected during
the project will be kept secure, separated, and unreachable by unauthorized persons.
The data will be handled with appropriate confidentiality and technical security, as
required by law in the individual countries and EU laws and recommendations.

All activities will be carried out ensuring the ethical principles in accordance with
Regulation EU 2016/679 [8], about the protection of individuals with regard to the
processing of personal data and on the free movement of such data, as well as
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DIRECTIVE 2002/58/EC, concerning the processing of personal data and the
protection of privacy in the electronic communications sector, as modified by Directive
2009/136/EC. All national data protection and privacy laws for pilot countries are also
followed.

6.2 FrailSafe Technical Approach

The technical approach, that has been followed in FrailSafe, has considered the
recommendations drafted in this document which has evolved throughout the project’s
duration. The technical approach to support the security and privacy subsystem is
presented in detail in D.6.2. Similarly, the data management plan is addressed in detail
in D8.6. The platform provides authorization, authentication and user access control
mechanisms to assure authorized access to the platform’s data. It also provides
additional security mechanisms for protecting data and eliminating risks; it supports
secure protocols and encryption mechanisms, where needed, to allow secure
transmission of sensitive information. The FrailSafe platform is hosted on a secure
infrastructure and has been designed considering the cloud computing
recommendations and technical requirements in deliverable D1.3 and D1.4 FrailSafe
technical specifications and end-to-end architecture.

As a general strategy, a twofold approach has been pursued: it consists on one side in
preparing the system to be fully compliant with the most recent regulation and on the
other side in trying to reach a complete anonymization of the data treated by the
system. Both strategies identified are complementary, and were also adopted
individually; both strategies make the system respectful of the privacy rights of the
individuals and of the security requirements suitable for systems like FrailSafe.

Following these guidelines, the architecture of the system has been implemented
thinking first to the safety of the data and to the privacy of the individuals participating
to the project’'s works, starting from the storage, adopting databases that are placed in
a close network without public access and backed-up periodically; through the
communications between the modules, using the HTTPS protocol to protect the privacy
and the integrity of the exchanged data and a gateway that validates the authentication
of the requests; until the use of the data between the modules regulated by a set of
network rules.

6.3 Ethics Approval

Copies of ethical approvals for the collection of personal data or the respective
notifications (depending on the type of personal data that will be collected and
according to the national data protection legislation of each country) by National Data
Protection authorities or Ethics Committee will be submitted to the Research Executive
Agency (REA).

6.4 Biological samples for research

Blood specimen are collected according the local medical institution procedures, only
after consent has been obtained. A protocol has been devised addressing issues
including the intended use of the collected samples, the length of time the samples will
be stored, sample coding procedures, management and limits of access of the data
collected, maintenance of subject privacy and confidentiality, sample storage locations
and storage conditions, sample destruction, publication and dissemination of results.

Blood specimen were obtained in the clinical centre of UoP, Patras, Greece. These
were obtained after a formal consent form was signed explaining the reason for
obtaining the samples and the intended analysis, the safeguards to guarantee
anonymization using a unique arithmetic code, whilst keeping separate and secure the
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identifying information. The samples were stored in -80 degrees Celsius in the secure
University Hospital of Patras freezers and were analysed within the University Hospital
facilities following local procedures. The remaining samples will be stored for up to 12
months after the final publication of the results. All participants will be informed on their
personal results and the potential significance on their state or condition.

Country-related and global regulatory efforts are currently ongoing to harmonize the
regulations governing sample banking for future clinical research. The International
Conference on Harmonization of Technical Requirements for Registration of
Pharmaceuticals for Human Use (ICH) published guidance documents addressing
efficacy, joint safety/efficacy (multidisciplinary), quality and safety. These guidance
documents are the ICH’s attempt to harmonize standards between Europe, Japan and
the USA [18]. The EU provides the requirements of conduct of clinical trials in the
" Directive 2001/20/EC”, which was concretised further by " Commission Directive
2005/28/EC”[19]. Genetic information will not be recorded, not even as family history of
disease; also genetic samples of any kind will not be collected.

Telomeres measurements are performed by analyzing the extreme parts of the
chromosomes of the cells. Therefore, although telomere length is not genetics, since it
is influenced by age, genetic and environmental factors, it can be assimilated to a
genetic analysis since the measurements concern the patients DNA. Thus, participants
are asked to sign a specific informed consent indicating that this genetic analysis will
be performed exclusively for scientific purposes for this study in an anonymous way.
National and EU legislation will be respected.The specimen collection and analysis of
TL will be conducted in strict adherence to the Convention for the Protection of Human
Rights and Fundamental Freedoms, and EU regulations on ethical issues including
Directive 95/46/EC on the protection of individuals with regard to the processing of
personal data and on the free movement of such data. Directives 2001/20/EC,
2005/28/EC, and 2016/680EC relating to implementation of good clinical practice in the
conduct of clinical trials. The Additional Protocol to the Convention on Human Rights
and Biomedicine, concerning Genetic Testing for Health Purposes was also
considered, 2008/EC [20]. The partners will follow the Regulation 536/2014 of the
European Parliament and of the Council on clinical trials on medical products for
human use as soon as it will enter into force. The project works closely with National
and Local Ethics Committees and other regulatory authorities for the submission and
the conduct of the planned clinical trials. FrailSafe members use the highest standards
in Good Laboratory, Clinical and Epidemiological Practices and Ethics that are applied
at the International and European level.

Leukocyte DNA extraction and leukocyte TL measurements will be carried out
exclusively at INSERM. The French National Law No 94-653 of 29 July 1994 on
respect for the human body [21] which modified the Civil Code, it states that "genetic
studies of an individual's characteristics can only be carried out for medical purposes or
scientific research”, and only after consent has been obtained from the individual
concerned. The National Consultative Ethics Committee for the Life and Health
Sciences (CCNE) has released opinions and guidelines related to genetics since the
early 1980s with regular updates, and these were adopted in the so called "Bioethical
Laws" [22]; these national laws have been observed.

Telomere analysis has not been taken place as yet in the Clinical Centre of Nancy,
France. Local, National and International safeguards, laws and regulations will be
followed as planned. Similarly, participants are informed for the purposes of the
investigation and the procedures related to storage location, conditions and duration.
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6.5 Incidental Findings and Emergencies

A. Incidental findings during clinical evaluation

All incidental findings during clinical evaluation are recorded. In case that the
researcher during the clinical evaluation encounters out medical issues, which
according to his or her professional judgment, need to be reported, the guidelines of
the protocol on incidental clinical findings is followed. This protocol is devised locally in
each clinical centre, is put to the attention of the Local Ethics Committee, and briefly
described in the participant's information sheet; a clause is contained in the consent
form. The protocol states that in a such events the participant will be informed, and his
or her permission will be sought for the medical practitioner and/or family memberrs
and/or carer to be notified. These health issues are unrelated to the FrailSafe system
and are incidental findings. The consent form states the personal preferences of the
participant to whom this information should be passed on. The participants at any time
may change the initial preference, as long as they maintain their capacity to consent.

B. Incidental findings during FrailSafe evaluation

All incidental findings during Frailsafe evaluation are recorded. Incidental findings
during FrailSafe evaluation, are expected to be infrequent, as continuous data, at this
stage, are analysed in batches, and not individually. However, single cases may be
needed to be considered individually, and so, such events may still occur. Continuous
data are analysed off-line at a later stage, thus, incidental events will be historical. As
such events still need to be reported, a similar procedure to the incidental findings
during clinical evaluation is followed. A protocol on incidental findings during FrailSafe
evaluation is set up locally in each clinical centre, is put to the attention of the local
Ethics Committee, and briefly described in the participant's information sheet, and a
clause is added in the consent form. The protocol states that in a such event the
participant will be informed, and his ot her permission will be sought for the medical
practitioner and/or family member and/or carer to be notified. The consent form states
the personal preferences of the participant to whom this information should be passed
on. The participants at any time may change the initial preference, as long as they
maintain their capacity to consent.

C. Handling emergencies

Emergencies, such as a fall or serious arrhythmias, may occur during the use of the
FrailSafe system. The FrailSafe team will not be aware of any emergency in real time,
as the analysis of data will be off-line., However, the system will include a real time
analysis and response developed in the lab using off-line participants' data; the real
time analysis is a feature which will be included, after the end of the project, in the
market product. All emergencies during the project are recorded.

6.6 Handling adverse events or incidents related to use of FrailSafe

All adverse events during the project are recorded. Adverse events are classified as
mild, moderate or severe; continuous or intermittent; unrelated or possibly/probably
related to FrailSafe, according to the clinical researchers professional opinion; are on-
going or terminated; the outcome of all adverse events is recorded.

Minor adverse events have been recorded during the use of FrailSafe. A protocol has
been devised by experts, based on consensus, describing how best handle these
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minor events. For instance dizziness was reported in some cases using the games; it
was advised a pause of 15 minutes, rest and halve the time of subsequent uses; if
dizziness was still a complain, discontinuation of the game for at least 24 hours was
advised; in case of reappearance it should be advised to permanently discontinue
playing the specific game; if this adverse event was not reappeared, it should be
advised to gradually increase the frequency of playing or increase playing time to
pleasure. In another instance, a participant complained of pain in the wrist whilst using
the dynamometer. Similar to the above, it was advised to temporarily stop playing for
15 minutes and shorten the duration of use; in case of reappearance of the complaint
to discontinue for 24 hours and if this minor adverse event continue to stop the use all
together.

6.7 Handling participants' complains related to the use of FrailSafe

Participants may complain about inconveniences during their daily routine caused by
the use of FrailSafe. These complaints were recorded and a protocol of handling them
was devised in order to help participants and safeguard the consistency and quality of
data. Complains were divided into two groups; in those due when the FrailSafe system
was under development and thus, often due to a not optimal product; and in those
complaints recorded in relation to the final prototype. In the first case, the researcher
after carefully evaluating the complaint was reaching a compromise between
participant's satisfaction and the needs of the study, having always obtained the
agreement of the participant, and acting accordingly. In the second case, a formal
evaluation procedure is in place during the final evaluation part of the project. However,
a list of helpful hints is placed to overcome minor complaints without compromising the
quality of the data.

6.8 Administration of the personalised recommendations generated by
FrailSafe

General nutritional and lifestyle recommendations, as well as specific "tailored"
recommendations generated by the FrailSafe are given to the participants. The clinical
researcher using a secure login procedure enter to the FrailSafe system located in the
cloud; by unique arithmetic code corresponding to a specific subject enters the system
which provides personalised recommendations. These recommendations are reviewed
by the medical researcher to ascertain the link between the clinical information/domain
of deficit and recommendations. The participant has a full access to his or her data
using a personal username and password. Recommendations may be given to general
practitioners and/or family members and/or cares as long as the participant provides
explicit consent. Incidents or adverse events related to the use of the recommendation
are handled as it is described above.

6.9 Administration of the AR Glasses

The use of AR glasses may raise concerns on safety during their use. The type and
procedures of use of AR glasses are described in the consent form in the clinical
centres that are testing them. A protocol has been devised and contains instructions for
the initial phase of learning and familiarization and for the second phase of routine use,
whilst safety is always a key factor. The familiarization is done initially in a sitting
position and then in the standing position in the presence of the clinical researcher. In
both position safety and user ability is assessed. Adverse events are recorded in all

-27-



H2020-PHC-690140 — FRAILSAFE D9.6:Ethics, Safety and mHealth Barriers Manual

cases. All participants are explicitly asked whether they have experienced any adverse
event such as headaches, dizziness, faintness, or motion sickness; and this
information is used for both in the evaluation process and in devising actions to prevent
undesirable effects.

6.10 Protection of geolocation data (GPS and Bluetooth beacons)

The European Data Protection Working Party has adopted “Opinion 13/2011 on
Geolocation services on smart mobile devices” [23], which addresses the protection of
data exposing the location of users, collected with technologies such as GPS and WiFi.
This opinion regards the protection of geolocation data, focusing mainly on data
obtained from GPS and WiFi technologies. However, it states that the regulations also
apply on smaller area technologies, such as Bluetooth and RFID. It is thus related to
the geolocation functionalities included in FrailSafe, namely the outdoor and indoor
localization services, which will use GPS and Bluetooth technologies, respectively.

Geolocation data can be combined with unique IDs obtained from the mobile devices of
the users, achieving indirect identify ability. Geolocation data are thus considered
personal data. The regulation identifies three functional entities involved in geolocation
data usage:

* The controller of the geolocation infrastructure
* The provider of the specific geolocation application or service
* The developer of the operating system of a smart mobile device

Each of these entities processes personal data when they are directly or indirectly use
geolocation data of the users, thus they are under the obligations of the data protection
directive [1]. Within the context of FrailSafe, the regulations related to the providers of
geolocation applications apply.

Collectively, regarding the providers of geolocation applications to be installed in the
smart mobile devices of the users, the regulation states the following:

An application that wants to use geolocation data clearly informs the user about the
purposes for which it wants to use the data, and asks for unambiguous consent for
each of the possibly different purposes. The user actively chooses the level of
granularity of geolocation (for example, on country level, city level, zip code level or as
accurately as possible). Once the location service is activated, an icon is permanently
visible on every screen that location services are ‘ON’. The user can continuously
withdraw his consent, without having to exit the application. The user is also able to
easily and permanently delete any location data stored on the device.

The users of the smartphones must be adequately informed about the purposes of the
data processing, the type of data, the duration of the processing, their rights to access,
rectify or cancel their data and their right to withdraw consent. This information must be
aimed at a broad audience, not assuming that the users are technically skilled persons,
especially in the context of FrailSafe, which targets older people. The users must also
be kept informed for as long as the providers of geolocation applications process their
location data.

The users have the right to access the collected data in a human-readable format.
They also have the right to access possible profiles based on these location data. It
must be ensured that geolocation data are deleted after they are no longer needed for
the purposes for which they were collected, while collected user IDs must be
anonymized after 24 hours from their storage.
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6.11 Web and social media mining, monitoring and classification tools

Participants data monitoring, mining and classification tools

The tools is developed in order to monitor, collect and classify the participants’ data will
process public and personal data, abiding to all relevant rules and recommendations of
the national legislation and the respective EU recommendations and directives. [8]

Participants clinical reports, questionnaires, social media posts & profiles and other
sources of data are collected and pre-processed in order for the dataset to be created.

The collected data are transferred using encryption technology in various forms of
communication services. Furthermore, to ensure that no participant can be correlated
to its medical data, the dataset passes through an anonymization process where the
actual participants’ names is removed and the dataset instances are referenced as
numeric IDs. All data are stored locally, along with the server, which is placed in a
secure room. No third party will be able to alter information as access to information
that is collected will be restricted only to the related tasks. For the deliverable of Tasks
4.5 and 6.1, all processing steps will be utilized. All steps will be thoroughly executed in
order to avoid cross-reference of older people data. The output of classification
software related to the participant's mental state will be distributed to all other related
tasks using state of the art Secure Socket Layer (SSL) API thus securing the flow of
information.

Social media mining and monitoring tools

At the beginning of the project, before the new regulation (GDPR) entered into force,
the LingTester tool was developed and described in the relevant deliverables (D4.10,
D4.11), abiding to all, up to that time, relevant rules and recommendations of the
national legislation and the respective EU recommendations and directives [2]. The
official APIs which were made available from the respective online sources were used
always in full compliance with their terms of service. Social media posts and basic
profile information from the users’ social media account were collected based on
keywords and data from social media were processed and aggregated to create data
summaries. Furthermore, some individual items were shown to the user interface of the
visualization component. All data collected from social media were stored in a NoSQL
database installation in the FrailSafe servers. No cross-referencing took place in the
social media mining component. The data were stored in the form they were collected
from the respective APIls. No further accuracy assurance was performed. Subjects
were not able to alter information, as this was already published information that was
collected from third party services. The collected social media data might be disclosed
to researchers working only on the project. Anonymization is a main concern in social
media analysis whose importance cannot be overstated. The main motivation behind
several studies [24-25] is that simple anonymization techniques such as random IDs
instead of account names are not sufficient since users can be still identified from the
social network graph structure using tools such as egonet analysis or spectral vertex
ranking. Hence, more efficient techniques should be deployed [26-27]. These rely on
inserting controlled structural noise in the social graph, leading thus to higher
anonymization levels at the expense of reduced quality of analysis results. An
alternative lies in the direction of protection measures based on Privacy Enhancing
Technologies (PETs) and Attribute-based Authentication methods (ABCs). Additionally,
front- and back-end databases should integrate suitable access control systems,
safeguarding both data and metadata. The latter is important, as certain data

-29-



H2020-PHC-690140 — FRAILSAFE D9.6:Ethics, Safety and mHealth Barriers Manual

properties can be deduced from careful metadata analysis. Thus, by integrating a
metadata protection layer, unauthorized disclosure risk is minimized.

The LingTester tool is able to collect analyze and predict the user’'s abnormal behavior
utilizing written text. The development of the prototype was completed, by performing
classification according to levels of frailty. It is able to handle the collection,
management and analysis of frailty older people data streamed through their social,
behavioural, cognitive and physical activities. The tool was presented in two different
operational modes the Offline mode where the dataset fed in the software was already
collected in clinical trials and an Online mode where the tool was collecting its data
constantly and almost in real time from its registered participants through multiple
sources (Social Media Platforms and Emails). Especially, the online mode was
extensively presented in the demonstration video (https://www.dropbox.com/s/ Qufjphp
8dnxjmsb5/frailsafe-showcase.wmv?di=0). Both offline and online methods were
developed and were applied in order to manage and analyze new data and generate
the FrailSafe patient models.

The linguistic analysis is performed in several layers (ranging from word spelling to Part
of Speech analysis) utilizing the state of the art models in order to determine the mental
states of the patients the input texts exhibit. The linguistic corpus obtained from D4.7
was used both for the initial training and the final passive mode (off-line) testing of the
prototype. We used methods of mental frailty detection that would be robust under
interpretation via a third person. Specifically, it became evident to treat the process of
text writing as a Hidden-Markov Process, where the person's mental state evolves over
time, but we do not have direct data on this evolution, but only indirect evidence (the
written text) that can reveal the (hidden) mental state. For this reason, statistical and
information-based text analysis methods were preferred instead of the rule-based of
the initial design.

Although, the LingTester tool is still completely functional, as it was originally designed,
a series of events such as the strict application of the General Data Protection
Regulation (GDPR) [8] and the scandal of Social Networks user data leakages have
led to the revocation of the previously granted permissions for the LingTester tool to
collect and analyze user data through Facebook and Twitter. The two social networks
explicitly state that they cannot allow the collection of users’ data for “Non-visible use
of this data such as sentiment analysis" (https://developers.facebook.com/docs/apps/
review/login-permissions/) thus making it impossible for the LingTester Online tool to
anymore analyze the users’ online activity in these networks.

However, the software was designed and implemented exactly as was described in the
FrailSafe proposal. It was already deployed in the previous period (before the GDPR
strict application) and completed its purpose for its relative deliverables showcasing the
software’s abilities and test results. In case a future commercial partner is interested in
using the LingTester Online tool can always request the review and signing of special
contracts (as stated in the social networks permission control pages) in order to regain
the permission to collect users’ data for analysis purposes. Finally, it has to be
mentioned that an emailing system has also been implemented in order to collect the
users’ data by emails (after the users consent), and also a manual mode where the
administrator can add individual user’s datasets of text.

6.12 Right to be forgotten

All participants have the right to obtain the erasure of personal data art. 17 GDPR. All
participants are informed about this right in the information sheets. Applications for
erasure of data will be carried out without delay. In case the personal data has been
made public, the consortium will take all reasonable steps, including technical
measures, to inform third parties that are processing such data, that a data subject
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requests them to erase any links to, or copy or replication of that personal data. A
procedure for exercising the right to be forgotten and to erasure will be provided, and
will include appointment of a data protection manager, checking the validity of the
request, identifying data which should be erased, monitoring the erasure process, and
informing the pilot user. Moreover, to increase individuals’ empowerment on their own
data monitoring process, an Android application has been developed to let participants
decide when and where to stop/restart such processes of the FrailSafe ecosystem.

6.13 The right of access by the data subject

The participants have the right to obtain information as to whether or not personal data
concerning him or her are being processed, as well as the right to the folllowing
information according to art. 15 GDPR ie. the purposes of the processing; the time that
data will be stored or if not possible the criteria used to determine this period. The
information sheet given to the parrticipants clearly states this right and the way to
obtain this information.

6.14 The right to lodge a complaint

According to art. 13 GPPR the participant has the right to lodge a complaint with a
supervisory authority. The supervisory authority is clearly stated in the information
sheet, which is given to all participants or users of FrailSafe and their right to lodge
complain is clearly stated.

7. CONCLUSION

This deliverable aims to identify key issues regarding ethics, legislation and data
protection and security that apply to FrailSafe framework both at EU and National level.
This ethics blueprint will govern all activities of the FrailSafe consortium throughout the
duration of the project including all partners, but even more so those involved with
handling of participants’ data.

Initially, we provided a brief overview of the scope of FrailSafe project together with the
nature of the observations, interventions and data collection. The European directives
were then investigated regarding Data Protection Directive, biological samples for
research, e-Privacy Directive, Cookie Directive, Cloud computing, as well as Protection
of Geolocation data and Web and social media mining, monitoring and classification
tools. Specific recommendations were then made considering the structure of FrailSafe
including aspects of privacy & data protection; EU and National legislation were
considered.
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9. APPENDIX
9.1 Data protection check list

The following protection check list is produced to aid identification of the privacy issues
that may arise during operational implementation and execution of FrailSafe project.

*  Who will collect information?

* Has ethical approval been obtained?

* Has an independent "controller" been nominated?

* |s there a data management plan in place?

* Has informed consent been obtained?

* Are data anonymised?

* Are cloud data encrypted?

* How is each type of data being used?

* Where each type of data is stored?

* Have uses of data defined?

* Are specific individuals accountable for mishandling personal
sensitive data?

* How long data are retained, and are there procedures to erase
data at a predefined date?

* Are there procedures to erase data of participants who withdraw
consent?

* |s accuracy of collected data assured?

* Are mechanisms in place to update inaccurate data?

* Are there data collected without participant's consent?

* Has the participant full prior knowledge of the place and timing of
face to face and telephone assessments?

* Are policies in place to share and transfer data among research
partners?

* Are policies in place to prevent data or information released to
third parties, even within your own organization or
establishment?

* Are there procedures to identify persons with the right to access
data?

* Is password security assured?

* |s access to sensitive data revoked from employees who quit
their position?

* Are management policies for obtaining, storing, and transferring
biological samples defined?

* |s participant's comfort and un-intrusiveness guaranteed?

* Is short and long term participant's safety guaranteed?
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