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EXECUTIVE SUMMARY

LingTester is the FrailSafe language analysis tool that aims to process the user’s typed text
and detect abnormal behaviour. The prototype software tool is in final stage and it is able to
continuously monitor participants’ activity in the supported social and communication
platforms in order to detect possible suicidal manifestations and also perform classification
according to levels of frailty. The present deliverable describes the development of the online
mode of this tool, which covers all steps needed to support all necessary user actions while
also removing any sensitive information, and thus, protecting participants’ data.

This deliverable is part of WP4. The main objective of this Work Package is to handle the
collection, management and analysis of frailty older people data streamed through their
social, behavioural, cognitive and physical activities. Offline mode is provided through
deliverable D4.11. LingTester online mode wraps the passive model through an API for easy
access, while also a web tool provides users the ability to subscribe for this service.
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1. INTRODUCTION

The LingTester online mode is constructed based on two main sub modules, frontend and
backend, as discussed in Chapter 2. Each submodule is also based on different layers of
processes which interact altogether through predefined APIls, existing or custom ones.
Chapter 2 describes the architecture of the LingTester online mode, and is a technical
introduction of how the system is constructed. Chapter 3 explains the frontend in detail, while
Chapter 4 continues to explain how the backend works. Discussion on results is given in
Chapter 5, and finally Chapter 6 is an overall summary about legal issues concerning the
LingTester online tool.

2. OVERALL ARCHITECTURE

The following updated image (Figure 1) shows the architecture of the online mode of
LingTester, which is discussed in detail within the following chapters. The online mode is
based on two main sub modules, frontend and backend which interact through a predefined
API within a secure Virtual Private Network (VPN). Users (participants in our case) connect
only to the frontend server, as shown in the following figure, and interact with the webservice
in a non-intrusive way only to provide access to the third party social networks. The frontend
web service is only allowed to interact with the backend, in order to request a new prediction
based on the user input, as gathered by the crawler (discussed in detail in Chapter 3.7).

LingTester online mode

Front-end Back-end
WEB Server
VPN API
b £ o) Frailty prediction
. e, P
. __.-—:-.\,g;,.(— il

/il

Int 1
Users & Patients. HESEE

DSS;

NeSaL
Data Store

Figure 1: Online mode of LingTester



FRAILSAFE - H2020-PHC-690140 D4.9

3. FRONTEND

The frontend is based on a web server which is publicly available through a known web
address. Currently, this URL address has been set to https://lingtester.frailsafe-project.cloud/.

3.1 Architecture

The architecture of the frontend server is a generic well-known as LAMP stack, which can be
seen in figure 2. LAMP stands for Linux/Apache/MySQL/PHP (Lee & Ware, 2003) and was
selected as an ideal option that is easy to maintain as it is based on a vast community where
bugs are quickly fixed. In addition, we minimise costs for custom hardware and software due
to the fact that this solution can be easily transferred to a new hardware instance for testing
or scalability purposes. As it will be shown below, MySQL is not utilised as all data is stored
outside the server, through a Software as a Service (SaaS) approach.

£ =)

W

\‘:é_ﬂ Internet

System Cron nl

o 5
¥

Frontend Application
https:lingtester. frailsafe-project.cloud/

Crawler Application ———

/ -

VPN
hJ v ¥
; £ =N
Apache * HoSEt > L
< i A o7 . S Json
Y Y
LINLEX — HTTP Basic
Authentication

D88 Alarm receiver

Figure 2: Frontend server, internal architecture
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Furthermore, a cron job' has been implemented and set to run every minute that initiates the
crawler. This crawler is responsible to fetch new data from:
1. Facebook, for all users that already have authorised access,
2. Twitter, for all users that already have authorised access, and
3. Email submissions, that have been sent at the predefined lingtester mailbox. This
mailbox has been created solely for this purpose and is not used for any other
purpose

3.2 Installation

In order to install the aforementioned frontend server from scratch the following steps should
be reproduced. All commands must be run as root user, in order to overcome any permission
hiccups. While all commands are self-explanatory for Linux administrators (Nemeth, 2006),
they are followed by a small description.

® apt-get install apache?2
o Installs apache necessary binary files

e sudo apt-get install libapache2-mod-php
o Installs php module, to be available within Apache

e wget https://dl.eff.org/certbot-auto
® chmod at+x certbot-auto
./certbot-auto
o Downloads and executes certbot auto, which can auto validate SSL for our
local apache server through a user-friendly wizard

® crontab -e

o We should insert the following two cron jobs
o 001 */2 * ~/certbot-auto renew --no-self-upgrade

m Update currently installed SSL once per two months

o * x % ok * wget
https://lingtester.frailsafe-project.cloud/crawler/ > /dev/null
2>61

m Executes crawler once per minute

e Copy all files needed for the frontend server to run to /var/www/html/

e Update all details in the file config.php so as to provide access as needed

' The software utility Cron is a time-based job scheduler in Unix-like computer operating systems.
People who set up and maintain software environments use cron to schedule jobs (commands or shell
scripts) to run periodically at fixed times, dates, or intervals. It typically automates system maintenance
or administration—though its general-purpose nature makes it useful for things like downloading files
from the Internet and downloading email at regular intervals. The origin of the name cron is from the
Greek word for time, xpovog (chronos). Cron is most suitable for scheduling repetitive tasks.

-10 -
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o Full URL path to the prediction backend server. Assuming that the backend is
only accessible through the Frailsafe VPN, the frontend has already access to
the VPN instances.

m Currently set as
e http://172.16.2.131:5000
o NoSQL data storage, SaaS
m Currently set as
e http://data-analysis-external.frailsafe-project.cloud:5050
o DSS alert receiver
m Currenty set as
e http://data-analysis-external.frailsafe-project.cloud:5050
o eCREF authorization server:
m Currently set as
e https://api.frailsafe-project.cloud/auth/v1/login

3.3 Communication privacy

The frontend server, as it is publicly available, has been protected behind an SSL certificate
as also shown in figure 2. SSL? (Ristic, 2010) is the backbone of our secure Internet and it
protects all sensitive information as it travels across the world's computer networks. SSL is
essential for protecting the website, even if it does not handle sensitive information like credit
cards. It provides privacy, critical security and data integrity for both the website and the
user's (participant’s) personal information.

The primary reason why SSL is used is to keep sensitive information sent across the Internet
encrypted so that only the intended recipient can understand it. This is important because the
information sent on the Internet is passed from computer to computer to get to the
destination FrailSafe server. Any computer between the end-user and the server can view
usernames and passwords, and other sensitive information if it is not encrypted with an SSL
certificate. When an SSL certificate is used, the information becomes unreadable to
everyone except for the server the user is sending the information to. This protects it from
hackers and identity thieves.

In addition to encryption, the installed SSL certificate also provides authentication. This
means we can be sure that each user is sending information to the right server and not to an
imposter trying to steal this information. This is important, as the nature of the Internet means
that any user will often be sending information through several computers/routers. Any of
these computers could pretend to be FrailSafe website and trick them into sending them
personal sensitive information.

For our server, a valid SSL certificate has been provided by Let's Encrypt’, a free,
automated, and open Certificate Authority, brought by the nonprofit Internet Security
Research Group (ISRG). As certificates from this authority get auto expired every 3 months,

2 https://en.wikipedia.org/wiki/Transport_Layer_Security
% https://letsencrypt.org/

11 -
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another cron task has been set within the Linux system, to auto renew the certificate without
any administration interference.

3.4 Anonymization of data

Our primary concern was to protect participant’s data at all times. Therefore, the first step
after the initial retrieval of new text from the eCRF was to remove any possibly private data of
the following data structures using regular expressions, and therefore we can safely remove
the following well defined classes: credit card numbers, emails, social security numbers,
dates of birth, zip codes. No other version of the text, containing private data, was kept. The
source code has been constructed in modular way to add more rules, if this becomes
necessary.

3.5 MySQL Database schema

An internal database (MYSQL, 2001) was constructed to support all needed actions, store
anonymised data and keep track of history events. The following image shows the EER
diagram* as long as MySQL was used. However, the following details are provided for
consistency reasons in order for the reader to understand how we ftransitioned towards the
NoSQL database.

_| user il
" | events v idUser INT(11) :
—| text_history ¥
ea BIGINT (20) userFacebookId TEXT
aa INT(11)
#idlser INT({11) userTwitterld TEXT
@ idUser INT{11)
#when BIGINT{20) userFacebookEmail TEXT
B —— — L — — —J<] O text TEXT
status VARCHAR{100) userTwitterEmail TEXT
» utim e BIGINT (20}
»actions ¥ ARCHAR{100) userEmail TEXT
*lang Y ARCHAR( 100)
#log TEXT userEmaillsername TEXT B
> userEmail Password TEXT
B

Figure 3. MySQL EER diagram.
Each table is discussed in detail in the following paragraph.

Table user: this table stores all users that have concluded the initial process (see chapter
3.6), from which crawler continuously checks for new content.

e jdUser: user id, auto increment

e userFacebookld: Facebook id, in case there is one

* The enhanced entity—relationship (EER) model (or extended entity—relationship model) in computer
science is a high-level or conceptual data model incorporating extensions to the original
entity—relationship (ER) model, used in the design of databases.

-12 -
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userTwitterld: Twitter id, in case there is one

userFacebookEmail. Email, given by Facebook

userTwitterEmail: Email, currently Twitter doesn’t provide any information concerning
user’'s email, however, this field has been added for future use

userEmail: Email, as given by the user

userEmailUsername: Email username, in case it is given by the user to access
his/her mailbox

userEmailPassword: Email password, in case it is given by the user to access his/her
mailbox

Table text_history: All crawlable data is saved within this table for future reference

aa: auto increment for each new text

idUser: id of the user, from the previous table, for whom this text has been saved

text: text provided from Facebook, Twitter or mailbox

utime: Unix timestamp®, of the submission. Unix time (also known as POSIX time or
epoch time) is a system for describing instants in time, defined as the number of
seconds that have elapsed since 00:00:00 Coordinated Universal Time (UTC),
Thursday, 1 January 1970

lang: language detected or provided for this text

Table events: For every new text provided through Facebook, Twitter or mailbox, an event is
created. This way, we can also step backwards and identify all previous frailty predictions for
each user or all users in general

ea: auto increment of the event

idUser: id of the user this event belongs to

when: Unix timestamp of the event

status: frailty prediction

actions: actions taken after this event is triggered. This fields helps to know if an email
has been sent to the user. This way, we always know when an email was sent or not,
and avoid spamming the user

log: all communication between frontend and backend that was triggered based on
this event. This field is only for debugging purposes in order to help technical and
administrative personnel identify bugs

3.6 NoSQL SaaS

As mentioned in the previous chapter, MySQL was replaced by eCRF NoSQL data storage.
However, and as state of the art in DB management dictates, a SaaS approach was selected
for easy scalability and upgradeability that are not application-related while resilience against
hardware failure is not a concern within the hardware of this application.

® https://en.wikipedia.org/wiki/Unix_time

-13 -
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The following API Calls were implemented, along with their description, and each call is
towards the NoSQL server, according to D4.16. All communication is wrapped in JavaScript
Object Notation (JSON®) format:
e function getAlllDs()
o /social/fetch ids: Returns all available participant IDs that system
knows about already
e function removelD($id)
o /social/delete all/id: Deletes all written text for a spesific participant
ID from the server. This call is used mostly for debugging and cleaning but it
can also be used if participant wants to be removed from the database
e function getinfoByld($id)
o /social/fetch info/id: Retrieves all data stored within the NoSQL
server, already stored through the save_info function as listed below. This
include all data provided by the participant through the 5 steps, as shown in a
previous chapter 3.7, for example Facebook and Twitter access token, extra
email and other useful information for future process.
e function setinfoWithld(%id, $data)
o /social/save info/id: Updates existing information or adds new about
the participant
e function fetchTextsByID($id)
o /social/fetch texts/id: Returns all stored written text for this
participant
e function addTextTolD(%id, $data, $key = Null)
o /social/add text/id/timestamp: Adds a new written text for a specific
participant
e function updateTextTolD(%id, $data, $key)
o /social/update text/id/timestamp: Updates various data around a
specific written text from a participant, for example extra features like frailty
classification or events triggered

3.7 eCRF user authentication

The potential participant of the LingTester online tool is required to authenticate himself with
the central FrailSafe database used by clinical partners known as Electronic Case Report
Form (eCRF). This step is crucial as it ensures the profile consolidation of the participant
throughout the different electronic platforms of the FrailSafe project and gives the ability to
systematically gather and store the participants’ data in the central FrailSafe database.

To support the authentication process (refered to as Authentication sub-system according to
T6.2) a php library has been developed as an integrated part of the LingTester. The main
methods and their corresponding eCRF API calls the library support are:

e function getAuthToken($username,$password)
o Jauth/vl1/login: Sends the user credentials to the eCRF server and if it
succeeds to authenticate the user it returns an authentication token.

® https://en.wikipedia.org/wiki/JSON
-14 -
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e function getEcrfld($username,$authToken)
o /Jecrfcore/vl/user/Susername/ecrfid: Returns the eCRF id of the
participant for further use of his profile.

After the successful authentication process of the participant, LingTester does not store any
of the user credentials thus avoiding any security concerns.

3.8 Credentials Encryption

At the time being developed, the LingTester online tool as a part of the FrailSafe program
has no intention to store any of the participants credentials relating to the available data
services he authorizes us to use. However, some of the optional features the tool
supports(as a final product), like participant's personal email account, created the need to
implement a strong encryption layer in case the system has to store sensitive credential data.

In more detail, in order to avoid the current state of the art cryptanalysis techniques, sensitive
LingTester data stored in the eCRF database are first encrypted with bcrypt. Berypt (Provos
& Maziéres, 1999) is an adaptive hash function based on the Blowfish symmetric block
cipher cryptographic algorithm and introduces a work factor (also known as security factor),
which allows you to determine how expensive the hash function will be. This work factor
value determines how slow the hash function will be, means different work factor will
generate different hash values in different time span, which makes it extremely resistant to
brute force attacks. The php implementation of the library was selected as a part of our
security layer as it was the most appropriate with the rest of the system.

3.9 User-flow

Users are requested to visit the LingTester web server in order to authorise access so as for
the latter to be able to read user posts in Facebook and Twitter.

-15 -
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Figure 4: User flow

User (or participant for our case) must navigate through the following steps in order to
complete his or her registration to the FrailSafe LingTester system.

e Step 1, user starts the process
o User clicks “Sign up”

-16 -
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Figure 5: Step 1

e Step 2, eCRF authentication
o User must put his eCRF username and password in order to proceed

eCRF Participant Authentication

Your eCRF email:

Your password:

ord for your eCRF account

Figure 6: Step 2

e Step 3, Facebook authorisation (Facebook, 2017)
o User clicks “Associate with Facebook” or “Skip”. The first option allows the
user to authorise the FrailSafe App to access Facebook posts while the
second option skips this step and redirects the user to the next step.

Figure 7: Step 3

e Step 4, Twitter authorisation (Twitter, 2017)
o User clicks “Associate with Twitter” or “Skip”. The first option allows the user
to authorise the FrailSafe App to access Twitter posts while the second option
skips this step and redirects the user to the next step.

Figure 8: Step 4

e Step 5, email submission

-17 -
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o User submits his email to receive notifications. The email, which can be
different from the one connected to the Facebook account. Also, by saving the
user's email, the system can also retrieve email submissions through the
mailbox and group all posts from the same user. For future reference,
participant may also provide username and password (The Php Group, 2017)

Your email:

Figure 9: Step 5

e Step 5, final step
o User concludes the process

3.10 Crawler flow

Every time the crawler executes it follows the steps as defined below to identify new
Facebook submissions, new Twitter submissions and new mails received through the
mailbox. The following figure (Figure 9), although simplified, tries as much as possible to
show how the crawler behaves in each case.

At this point, we should stress that the overall behavior of the system and the crawler in

specific is fully parametric and can be centrally defined through global constants, which affect
the overall behavior.

-18 -
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4. BACKEND

The LingTester online mode uses the backend server to provide frailty predictions based on
the user input that the frontend collects.

4.1 Architecture

The following image (Figure 11) shows how the backend works. The main service waits for
an API call, and if one arrives (currently by the Crawler Application as shown in figure 2), it
tries to make a prediction as fast as possible, in order to accept another one. API call can be
made from ay host within the VPN network. Also, we decided that a watchdog service was
needed to make sure that the prediction service will always be up and running no matter
what may happen, in case of corrupted or buggy input.

""T"‘l

[ -

et =
v

)
VPN s
W

AP

Back-end prediction sefver, Watchdog service
Y

A new request has arrived
Checks if prediction e
+ service works

Extract features i

; <G >

Execute prediction model

v

Extract final result

-

Restart prediction service

T T T S

b4
A

Figure 11: Backend architecture
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4.2 Installation

The backend server has been installed on top of the Linux operating system. Linux was the
obvious solution for such a service for numerous reasons. First of all, the initial feature
extraction algorithm was created under Linux (as initially discussed in D4.10), so keeping the
operating system the same was the natural way to go. As Python can be run under different
operating systems, technical team decided that there was no reason to switch to a different
operating system, as secondly and most importantly, Linux is stable in the long run for web
services.

In order to install the aforementioned backend server from scratch the following steps should
be reproduced. All commands must be run as root user, in order to overcome any permission
hiccups. All commands, while self-explanatory for Linux administrators, are followed by a
small description.

® apt-get install default-jre
o Installs Java runtime environment

® apt-get install python-pip
o Installs pip Python library, a helper library to install other Python libraries

e pip install flask
o Install flask Python library, that runs a web service

e pip install pyenchant
o Installs enchant Python library, used for spell checking

e pip install httplib2
o Install httplib2 Python library, used for the feature extraction process, and the
ability of this module to request third party URLs for example third party
translation

® pip install nltk
o Install Natural Language ToolKit python library, used for feature extraction and
the tf-idf procedure

e pip install pattern
o Install pattern Python library, used to extract sentiment score

pip install numpy
pip install sklearn
e pip install scipy
o Install various libraries, for feature extraction and manipulation

® apt-get install hunspell-el myspell-fr-fr hunspell-fr
o Installs all necessary languages for the spell checker module

-21-
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4.3 API

An Application Programming Interface has been implemented for easy backend access.
There is no access control at this level, as this service is only accessible within the Frailafe
VPN (Feilner, 2006). It was decided to avoid adding access control, and let the service
available to any request from within the VPN, for future use, by existing or new modules.

Expected Input

e Method
o POST
e Format
o JSON
e Arguments
o oldText
m text from previous submissions for specific user
o newText

m current submission, on which prediction model must make a decision

Expected Output

e Format

o JSON
e Result

o Array

e Contents of Array
o oldTexttext
m as given from input, for the caller to verify in case there are encoding
errors
o newText
m text as given from input, for the caller to verify in case there are
encoding errors
o time
m server time, for debugging purposes
o prediction
m result of the prediction model, non-frail, pre-frail or frail. In case
something unexpected has happened, na is returned.
o command
m command executed internally through the operating system, for
debugging purposes
o raw_res
m raw result from the model prediction executable, for debugging
purposes
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5. TesT RESULTS

5.1 Introduction

As the online LingTester tool is a large scale platform with a broad range of different
technologies and applications cooperating to continuously monitor, record and analyse
participants’ data, it is considered necessary to deploy a series of tests and validate their
corresponding results in relation with the offline results of the models obtained in D4.13. In
this chapter, test results of different use case scenarios for the LingTester tool are presented.
The exact process that was followed in order to obtain the test results is also explained.

The FrailSafe program partners with public health organizations, it was extremely difficult to
test the tool with live participants mainly due to ethical reasons. In detail, as the doctors
argued if the participants signed up with the online tool the software potentially could have
cross-checked and reveal the identity of the participants, due to the use of social media
accounts, although as it is explained the system filters and never stores any sensitive data
from social media accounts. Nonetheless, this could raise serious ethical issues within the
health organizations’ competent committees and in the context of FrailSafe project this was
not allowed.

To overcome this obstacle and safely run the platform testing, it was decided to use the
already collected frailty real patient data that are already anonymized and can not potentially
be cross-checked. In any way, these results are useful mainly to validate the correctness of
the program flow, as the predictive model performance is already valuated in D4.13.

5.2 Participants

In order to run the test results for the online software tool, ten real FrailSafe participants were
selected from the FrailSfe database. The participant selection was random without
considering any of their mental, physical or language parameters, in order to conduct an
almost real experiment with unbiased test assumptions. For each of the selected participants,
one fake Facebook, Twitter or email account was created as a means to sign up with the
LingTester online platform.

All user accounts are kept private with no social interaction. At the end of the software testing

period, all the accounts including their data were removed. Each participant is referred by its
user id.
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The real participants’ Frailty status along with their basic profile parameters like sex, year of
birth, language are summarized in the next table.

eCRF Service Username Year Sex Language Real Class
ID of
birth

1045 facebook | user_1045@lingtester.fr | 1943 | Male Greek Nonfrail
ailsafe-project.cloud

2049 facebook [ user_2049@lingtester.fr | 1940 | Female | Greek-Cypriot | Nonfrail
ailsafe-project.cloud

1082 facebook |[user_1082@lingtester.fr | 1938 | Male Greek Frail
ailsafe-project.cloud

3037 twitter user_3037@lingtester.fr | 1934 | Male French Prefrail
ailsafe-project.cloud

1060 email user_1060@lingtester.fr | 1943 | Male Greek Nonfrail
ailsafe-project.cloud

2006 twitter user_2006@lingtester.fr | 1940 | Male Greek-Cypriot | Frail
ailsafe-project.cloud

2031 twitter user_2031@lingtester.fr | 1936 | Female | Greek-Cypriot | Prefrail
ailsafe-project.cloud

1018 facebook |[user 1018@lingtester.fr | 1942 | Female | Greek Frail
ailsafe-project.cloud

3072 email user_3072@lingtester.fr | 1933 | Female | French Nonfrail
ailsafe-project.cloud

1076 twitter user_1076@lingtester.fr | 1931 | Male Greek Prefrail

ailsafe-project.cloud

Table 1: List of participants

For each one of the above participants, text-posts were created and loaded to his account,
on the service he was assigned to (Facebook, twitter or email).

In more detail, all text phrases found in the FrailSafe database corresponding to each
participant's eCRF id were loaded as posts or emails. To be clear, the used phrases have
been recorded and classified during clinical examinations. The phrases simply give a
description of an image or an event. All possible sensitive data that these phrases may
include have already been removed by previous project tasks.

-24 -




FRAILSAFE - H2020-PHC-690140 D4.9

5.3 Classification model

The prediction model(Michalski, 2013) of the final online LingTester tool is based on the
model that was presented in D4.13 with slight modifications to adjust to the online tool’s
restrictions and needs. In this subparagraph will be briefly presented for consistency. A table
with the basic features it uses follows below.

Feature Names Type - Extraction Method
e transcript Primitive
o yes Rules & filters on eCRF API data
© no
e language
o greek
o greek-cypriot
o french
e class
o nonfrail
o prefrail
o frail
e data

o Date of the
submission for the
transition study

® sex
o male
o female

e do_you_consider_yourself_a
_familiar_user_of social_me
dia

o beginner
o less-familiar
o very-familiar
o family_status
o married-or-in-a-relatio
nship
o single
o divorced,
o widow
e habitation_zone
o urban
o semi-urban
o rural

e have_you_changed_your_se
curity_settings_in_social_me
dia_in_order_to_protect you
r_personal_data

o yes
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o no
year_of_birth
con_per_week connections per
week
twitter_follows number if
people user is following on
Twitter
twitter_followers number of
followers on Twitter
fb_friends number of friends
on FB

e text length Derived
e number_of sentences Statistical Measures
e number_of words
e number_of words_per_sent
ence
e text_entropy
e desc_image ENG_sentimen | Derived
t Sentiment Analysis
e desc_event ENG_sentiment
e prev_text ENG_sentiment
e desc_image_misspelled Derived
e desc_event misspelled Percent of misspelled words based on known
e prev_text misspelled vocabulary
o ({f-0 Derived
o (tf-1 Term frequency — Inverse document frequency, after
° feature selection based on information gain
e flesch_reading_ease Derived
e smog_index Readability score
e flesch kincaid_grade
e coleman_liau_index
e automated_readability_index
e dale_chall_readability_score
e difficult_words
e linsear_write_formula
e gunning_fog

Feature Names

Type - Extraction Method

Table 2: List of features of the prediction model

As regards the deployed algorithm, a pre-trained model of the ensemble classifier VoteSRLR
(Average probabilities voting between Simple Logistic, RotationForest, LMT, RandomForest)
is used with its most important parameters optimized as follows.
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Parameter Name Description Optimum Value
Voting Algorithm
Combination Rule | The combination to rule used. Average of
Probabilities
Simple Logistic
Error On Use error on the probabilities as error measure False
Probabilities when determining the best number of LogitBoost
iterations.
Weight Trim Beta Set the beta value used for weight trimming in 0.1
LogitBoost.
Heuristic Stop LogitBoost is stopped if no new error minimum 50
has been reached in the last Heuristic Stop
iterations.
RotationForest
Removed The percentage of instances to be removed. 50
Percentage
Projection Filter The filter used to project the data. Principal
Components
Classifier The base classifier to be used J48
LMT
Do Not Make Split | If true, the split point is not relocated to an actual False
Point Actual Value | data value.
Weight Trim Beta Set the beta value used for weight trimming in 0.0
LogitBoost.
Fast Regression Use heuristic that avoids cross-validating the True
number of Logit-Boost iterations at every node.
RandomForest
Calc Out Of Bag Whether the out-of-bag error is calculated. False
Max Depth The maximum depth of the tree, 0 for unlimited. 0

Table 3: Algorithmic parameters of the prediction model
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5.3 Suicidal model tests & results

One of the main purposes of the online tool is the constant monitoring of the participants’
written text, through all the available data sources that he has authorized as to monitor, for
early signs of suicidal dispositions.

The detailed study of the machine learning model is subject of D4.13. In brief, the
constructed model takes in account a number of general sentence statistical features like text
entropy, readability scores, misspellings as well as more specific to the problem features like
sentiment analysis scores and term frequencies for words like: cry, death, depression, Kill,
sorrow e.t.c.

The final tuned machine learning model is a Sequential Minimal Optimization (SMO) (Platt,
1998) model which is based on the very well known support vector machine model. Among
the other compared models, it managed to outperform them scoring an overall accuracy of
71.15% correctly classified cases.

In the next subparagraph an algorithm explaining the Testing process will be presented. The
online LingTester tool is capable of analyzing a user’s texts and produce a probability is
analogous to the suicidal tendency the user’s texts reveal. The next image, is a direct output
from the console log of the online tool and presents us in brief those probabilities for the test
users.

.2078
.3524
.3538
.4802
.3182
L3791
.1976
.1363

is: non-suicide suicidal-percentage:
is: non-suicide suicidal-percentage:
is: non-suicide suicidal-percentage:
is: non-suicide suicidal-percentage:
is: non-suicide suicidal-percentage:
is: non-suicide suicidal-percentage:
is: non-suicide suicidal-percentage:
Prediction instance: is: non-suicide suicidal-percentage:
Prediction instance: is: non-suicide suicidal-percentage: 0.2186
Prediction instance: 9 is: non-suicide suicidal-percentage: 6.2800
Prediction instance: 10 is: non-suicide suicidal-percentage: 0.2306

Prediction instance:
Prediction instance:
Prediction instance:
Prediction for instance:
Prediction instance:
Prediction instance:
Prediction instance:

8
1
2
3
4
5
6
7
8
9

Image 1. Command line results

The fields “suicidal-percentage’ seen in the above image correspond to the probabilities
mentioned before. It very important to be understood that these probabilities are only a
measurement of the current text and can only be used as an alarm for the system operator.
The final decision should clearly be made by an expert, usually doctor, on the subject.
Probabilities less than 0.70 (or 70%) can be safely ignored as the text is judged as not
clearly suicidal.
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5.5 Frailty tests & results

As described by the previous chapters, after the registration of a new user to the LingTester
online tool fetches periodically the user’s social activity. Furthermore, it analyzes the user’'s
text posts and continuously monitors the user's mental frailty status. In order to test the
system and its predictive abilities, the set of constructed user profiles was utilized in the
following process.

LingTester online - Testing process

1. For each user profile:
a. Create a private account according to the Service assigned to him from table
1 (Facebook or Twitter or email).
b. Load all his corresponding phrases from the pool of the participants’ phrases
according to his assigned eCRF id, based on the dataset obtained from
D4.13, as provided by the clinical groups.
c. Sign up the user to the LingTester online platform

2. Expect the platform to analyze the user profile asynchronously and collect
the frailty report from the LingTester tool.

3. Repeat steps (1) and (2) for 10 times

4. Evaluate the assigned users’ class with the reported users’ class.

In the next table, a number of sample phrases with their respective class are shown for

supervision.
eCRF Collected Phrases Real Class
ID
1045 1. H aoTtdBeia Tou okapvi TTAvw OTO OTToio oTnpifeTal TO TTaIdi Nonfrail
To exeihlopa Tou vepoxUTn
2. To oém étuxa 3o0g oTo MavemoTApio.
2049 1. 'Eva ayopl va oTékeTal 0€ KAPEKAAKI TTOU OEV QaiveTal va Nonfrail

oTnpEigeTal KAAG OTO TTATWHA K’ va TTPOCTTaBEi va TTépEl
MTTIOKOTO. To KopiTol vd ¢nTé& PTTIOKOTO, a1rd TO ayopl. H
yuvaika, TTou QaiveTal va gival n unTépa Toug gival «oTo
KOOUO TNG» TpEXouV TA vepd atrd Tr) BoUpva, oKouTrilel Ta
mdéra, ayvoei Ta Taudid, yid va 1é Bonbnoel. Mevikd, pou
onuioupyeital n aicbnon Tou OTI BV UTTAPXE! ETTIKOIVWVIa
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METagU Toug. Acitrel TO aioBnua TAG £yvolag K’ Tou
evOIAPEPOVTOG OTIGC AVAYKES TWV GAAWV.

Mia Eavikn eyxeipnon kapdiag, atépou dueca ouvoedeuEvou
Madi Jou PE «TOPAKOUVNOEY.

>oBapn eyxeipnon, YeE PIKPEG TTIBavVATNTEG ETTITUXIOG. 2TRH
dIdpKela TNG eyXeipnong kail oTIg dud PEPEG TTOU akoAouBnoav
KaBopIOTIKES OTN yvwWaon YId TO aTTOTEAETHUA TAG ETTEURACNG
ékapa avadpopr ota TAG «oxéong Jouy, PHé TO ATOPO auTo.

‘EKQUa «TigIo» aQUTOKPITIKA, Wodv va {nTolca ouyvwun ammo

TO ATOMO aUTO, YIG OTav K Gv épTraita. OTav EuTvnoe K’ ATav
KaAd évolwoa avakouion, TTapdAAnAa &€ K pid
ATTOEVEXOTTOION, £0TW K AV AUOUV AUCTNPN ME TOV £aUTO [OU.

1082

OTEVOXWPIEPAI AOYW Tou OTI &gV gipal oTn douAeld pou. Tnv
ayaTrw kai Tnv ékava armd 10-11 etwv. Mavapng fiuouv. Ekei
BéAw va yupiow!

Mia oikoyévela gival auTr|. H paud kai Ta Taidid.

Frail

3037

Souvenir de voyage La marche sur le Chemin de
Compostelle est le voyage qui m'a le plus profondément
marqué au cours de ces derniéres années. Entrepris en
2014, a I'occasion de mes 80 ans, il s'est déroulé en plusieurs
étapes

Une cuisine bien tranquille La cuisine de Sylvia est agréable
et bien aménagée. Une large fenétre donnant sur la cité
permet de se distraire tout en vaquant aux travaux
domestiques. De vastes placards encastrés, un large plan de
travail, le grand espace disponible permettent a la jeune
maitresse de maison de se sentir a I'aise. Mais aujourd'hui,
c'est la catastrophe. Sylvia vient de terminer sa vaisselle et
commence a l'essuyer sans se rendre compte qu'elle a laissé
couler le robinet. L'évier est en train de déborder largement
sur le sol et Sylvia, sans doute perdue dans ses réves, n'y a
méme pas prété attention. Tournant le dos a ses enfants, elle
ne s'est pas apergue non plus du danger qui les guette.
Voulant gentiment l'aider ils se sont organisés, Christine
passe les assiettes a Vincent et celui-ci, juché sur un haut
tabouret, les range dans le placard du haut. Mais il vient de
perdre I'équilibre et va faire une chute dangereuse en
risquant de s'assommer contre le bord du plan de travail...

Prefrail

1060

N —

Xaipwpal ge TTOAAG TTOU Bupapal

Mia kupia oTnv koudiva Tng €xel TTAUPNPIcEl 0 vepoxUTng, N
Kouliva £xel éva TTapAaBupo PE KOUPTIVEG

‘Eva KOpITOAKI TTapakoAouBei éva ayopl TTou gival TTvw o€
€va OKaPTTO Kal TTAEl va TTECEI aTTO AUTO, TTWG TTPOCTTABE VO
TTAPEl KATI aT1d TO PIYI

Nonfrail

2006

‘Hrav Mdoya 18 AtrpiAiou 1971. Tnv yuvaika Pou Tnv £TTIoCavV
Ol TTOVOI TOU TOKETOU. TNV PETEQAPO OTNV KAIVIKN yIa TNV
vévva. AQou TTépaoe TTepITrou JIor wpa Byaivel o yiaTpog atmo
TO MAIEUTAPIO KOl POU A€El. « €XOUNE OUGKOAO TOKETO Kal

Frail
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TIPETTEI VO YOV TTEIG TTO10G BEAEI va o€l /| gava 1 To TTaudi;»
20KapIioTNKA, ETTPETTE va TTAPW aTTOPacon TTo10¢ Ba TTeBdvel
Kal 110106 Ba {roel. Ziyoupa yiatpé Toug B€Aw kail Toug duo. O
Oed¢ BonBnoe kai £{noav Kai ol dUo. To TTaudi Tav ayopdKi.
To audi T0 xaoaue OPwWG apyoTEPA O AUTOKIVNTIKG
duoTixnua ota 21 Tou xpovia oTig 28/11/1992.

Eig Tnv 1o Tévw €ikdva BAETTW Tpia ATOUG HEGT OE IO
koudiva. MNpo@avwg TTpOKeITal yIa PNTEPA Kal Ta dU0 TTaIdIA
NG. ‘Eva aydpi kai éva Kopitol. H untépa oTéKeTal UTTPOOTA
OTO vePOXUTN QOPWVTAG TNV TTOdIA TNG VOIKOKUPAG Kal
okouTriCel Ta TaTa. Agv TTpOOECE OPWG OTI 0 vEPOXUTNG
EexeiMoe Kal OTI Ta vePd £TpEXAV OTO TTATWHA, BPEXOVTAG TNG
TG TTatrouToia. Micw atrd Tov vepoxUTn uttdpxel TTapdbupo Pe
KoupTiveS. H pikpn TTepIMEVEL, v KaTTviCel Tolydpo, atrd Tov
adeA@d TNG va NG dWael, TOAVWG PTTIOKATA, ATTO TO TTAVW
VTOUAQTTI TNG Koudivag. Opwg To OKAPVAKI TTOU
XPNOIMOTTOIOUCE £YEIPA [E KiVOUVO Va TTETEI KATW.

2031

N —

No anwser

Edw BAETTW pia oikoyévela TToU BEAovTAG VA KAvn SOUAIEG
Kavel {nuiEG. H untépa okouTriCel Ta TTIATA.

O y16¢ TTpocTradn v mdaon KATI A1Td To pa@! Kai Ba éan
Katw, 16 KopiTol gival T TTIO YPOVIO.

Prefrail

1018

BAéTTW TO ayopl Kal TTaipvel cookies atrd TG HANAG, divel Kal
oTnv adep@r) Tou. aAAd Ba TTéoel oTo TTATWHA. H unTépa
TIAEVEI TA TTIATA KA TOL OKOUTTICEL.

Ta TTaudid pou, Ta eyyovia pou

Frail

3072

N —

No answer

. je vois une femme faire la vaisselle, I'évier déborde d'eau. un

garcon monté sur un tabouret, celui-ci bascule. Il prend un
gateau dans le buffet et le tend a une fillette

Nonfrail

1076

Twpa o1o TEAOG Prva Tou aAAdlw Xpoévo oTn Cwr) You. Ta
YeVEBAIG pou!

Edw BAETTOUME TOUTO dW Kal TOUTO, Oev BAETTW KAl KAAG. Zwa
Oev BAETTW, Bev €XW Kal YUOAIA yIaTi £XW KATAPEAXTN Kal
TTEPIMEVW VA KAVW XEIPOUPYEIO.

Prefrail

Table 4: Test input

After the algorithm execution, ten frailty status predictions were obtained one for each of the
user profiles. At this point we recall from D4.13 that the prediction accuracy of VoteSRLR
was calculated at 63.64% correctly classified instances on the three class frailty
classification problem (nonfrail, prefrail, frail). The following table presents the frailty statuses
the online LingTester tool recorded in the eCRF database after its asynchronous analysis of
the ten signed up profiles.

-31-




FRAILSAFE - H2020-PHC-690140 D4.9

eCRF ID Predicted Class Model Prediction Real Class
Probability%
1045 Nonfrail 89.21 Nonfrail
2049 Nonfrail 78.47 Nonfrail
1082 Frail 99.20 Frail
3037 Prefrail 61.24 Prefrail
1060 Nonfrail 92.32 Nonfrail
2006 Frail 99.8 Frail
2031 Frail 57.34 Prefrail
1018 Frail 69.23 Frail
3072 Nonfrail 84.32 Nonfrail
1076 Frail 50.42 Prefrail

Table 5: Prediction test results

By observing the above table, we extract the number of Correctly classified instances as 8
and the number of Incorrectly classified instances as 2 thus calculating a classification
Accuracy of 80%. By comparing the accuracy of 80% with the cross-validated accuracy
63.64% of the model obtained in D4.13 we measure an approximate difference of 16%. This
is not without reason, we have to consider that the test set was relatively small compared to
the one used in D4.13. Any subset of the full test set could have given a little better or worse
accuracy compared to the full test set and this was something that it was expected. We have
to make clear that this experiment was ran solely to validate the correctness of the online
LingTester program flow and not to test the accuracy of the prediction model, which is a goal
of D4.13.

5.6 Discussion of the results

The results we obtained were generally in line with the FrailSafe dataset. The overall
accuracy was 80% with a few of the predicted classes being wrong. This is an expected
outcome as the integrated model is nearly the same with that of D4.13 but not exactly the
same because of the restrictions and the reduction of information the whole flow of the online
software tool introduces(e.g. some of the model feature values are not always available by
the online users).

This testing process stands as a validation that the developed software is generally flawless
and can obtain as good results as good as the integrated model can produce. The LingTester
online platform is a useful tool that can be used in cooperation with clinical experts. It can
provide a degree of mental status monitoring for the participants and produce a number of
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alarm indicators. As every medical technology, it should be used with seriousness and
caution.

6. ETHICS AND SAFETY

Throughout the construction of the online Lingtester tool, legal issues were kept in mind so
as to protect sensitive information. First of all, as described before, SSL is used between the
participant and the frontend server, which ensures that the communication through internet
providers is fully protected against unauthorised persons.

Furthermore, the user is fully informed and gives consent to provide any necessary access to
third party social networks before signing up. In addition, each provided text is anonymised
by stripping sensitive information before any other step. Moreover, communication between
the frontend and backend servers is available strictly through a secure VPN.

The data obtained, is automatically filtered and all sensitive information is removed as
discussed in chapter 3.4. No data is preserved prior to the anonymization process.

Finally, all emails sent to the predefined mail account are sent manually by each user, so

consent is by default given for the full content, as it is the participants themselves that send
the email towards the LingTester mailbox for further analysis.
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8. FILE STRUCTURE

These are the files that accompany this deliverable:
e Folder: frontend
o Folder: crawler, all needed files for the crawler to run based on cron
m File: index.php, main crawler initialisation and loop
m File: lib.php, library file with useful functions
m File: TwitterAPIExchange.php, /ibrary file to retrieve twitters
m Folder: PHPMailer, external PHPMailer library to send emails
Folder: files, secondary files for various uses
Folder: images, images for the User Interface (Ul)
Folder: catalog, main files for the Ul
m Folder: controller, files for DB manipulation
m Folder: view, files to construct Ul based on PHP, JavaScript and
stylesheets
m Folder: lib, library files for third party modules and services
o File: config.php, configuration file for site wide parameters
o File: index.php, main file for Ul
e Folder: backend
File: frailsafe.model, main model file of the prediction model in binary format
File: offline_parser.py, wrapper python file for feature extraction
File: predictor-cli.jar, source code of the demo predictor-cli.jar file
File: runner.py, web service wrapper of the offline_parser executor
File: runner.sh, watchdog wrapper of the main executable file runner.py
File: SentiWordNet-1.txt, sentiment analysis word list
File: stemming.py, text library file

o O 0O O O O ©O
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9. ANNEXES

9.1 SQL initial import script

9.2 Frontend

9.2.a Requests Router
File: catalog/view/main.php

<!DOCTYPE html>

<html>

<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<Llink href="image/favicon.ico" rel="shortcut icon" />
<title>FrailSafe Online System</title>
<!--css-->
<link href="catalog/lib/bootstrap/css/bootstrap.min.css" rel="stylesheet" />
<link href="catalog/view/stylesheet/jumbotron-narrow.css" rel="stylesheet" />
<link href="catalog/view/stylesheet/index.css" rel="stylesheet" />
<l--js-->
<script type="text/javascript" src="catalog/lib/jquery/js/jquery-3.2.0.min.js"></script>
<script type="text/javascript" src="catalog/Lib/bootstrap/js/bootstrap.min.js"></script>
<script type="text/javascript"” src="catalog/view/js/index.js"></script>

</head>

<body>

<div class="container">
<?php
include_once ‘'catalog/view/code/header.php’;

2>

<?php

if(isset($_REQUEST[ "home'

include_once 'catalog/view/code/home.php’;
elseif(isset($_REQUEST[ 'stepl’

include_once 'catalog/view/code/stepl.php’;
elseif(isset($_REQUEST[ 'step2’

include_once 'catalog/view/code/step2.php’;
elseif(isset($_REQUEST[ 'step3’

include_once 'catalog/view/code/step3.php’;
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elseif(isset($_REQUEST[ 'success']))

include_once 'catalog/view/code/success.php’;
elseif(isset($_REQUEST[ 'about']))

include_once 'catalog/view/code/about.php’;
elseif(isset($_REQUEST[ 'contact']))

include_once 'catalog/view/code/contact.php’;
else

include_once 'catalog/view/code/home.php’;

2>

<?php
include_once ‘'catalog/view/code/footer.php’;

2>

</div>

<!-- Jcontainer -->

</body>
</html>

9.2.b Registration

File: catalog/lib/hybridauth/frailsafe/profile.php

<?php
session_start();
// config and whatnot
$config = dirname(__FILE__ ) . '/../hybridauth/config.php';
require_once( "../hybridauth/Hybrid/Auth.php" );

$user_data = NULL;
$returnUrl = urldecode($_GET['returnurl']);
//echo $_GET[ 'returnurl’];

//return;

// try to get the user profile from an authenticated provider

try{
$hybridauth = new Hybrid_Auth( $config );

// selected provider name

$provider = @ trim( strip_tags( $_GET["provider"] ) );

// check if the user is currently connected to the selected provider
if( ! $hybridauth->isConnectedWith( $provider ) ){
// redirect him back to login page
header( "Location: 1login.php?error=Your are not connected to $provider or your

session has expired" );
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// call back the requested provider adapter instance (no need to use authenticate() as
we already did on lLogin page)

$adapter = $hybridauth->getAdapter( $provider );

// grab the user profile

$user_data = $adapter->getUserProfile();

//session_destroy();

//session_start();

include_once('../../../../config.php');
include_once('../../../../catalog/controller/dbOperator.php');
$dbOp = new dbOperator($dbHost,$dbUsername,$dbPassword, $dbName) ;

$user = $dbOp->query("Select * from user where
user".$provider."Email="".$user_data->email."' LIMIT 1");

//print_r($user);
if(!$user->num_rows){

echo 'not registered';

$id = register($dbOp,$user_data,$provider);
}else

//$1d = $user[O0][ 'idUser'];

$id = $user->row['idUser'];

if(strpos($returnurl, "stepl"))

$returnUrl = str_replace("stepl", "step2", $returnurl);
elseif(strpos($returnUrl, "step2"))

$returnUrl = str_replace("step2", "step3", $returnurl);

if(!isset($_SESSION[ 'idUser'])){
$_SESSION|[ 'idUser'] = $id;

//$urlParameter ="'";

//header("Location:
".((strpos(greturnurl, '?'))?urldecode($returnurl).'&".$urlParameter:urldecode($returnurl).'?"'.$u

rlParameter) );

header("Location: ".urldecode($returnurl));
}else
header("Location: ".urldecode($returnurl));

}
catch( Exception $e ){

// In case we have errors 6 or 7, then we have to use Hybrid_Provider_Adapter::Llogout()
to

// let hybridauth forget all about the user so we can try to authenticate again.
// Display the recived error,

// to kRnow more please refer to Exceptions handling section on the userguide
switch( $e->getCode() ){
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0 : "Unspecified error."; H

1: "Hybriauth configuration error."; ;

2 : "Provider not properly configured."; H

3 : "Unknown or disabled provider."; H

4 : "Missing provider application credentials."”; H

5 : "Authentication failed. "

. "The user has canceled the authentication or the provider refused the

connection.";

6 : "User profile request failed. Most likely the user is not connected "

. "to the provider and he should to authenticate again.”;
$adapter->logout();
H
7 : "User not connected to the provider.";
$adapter->logout();

3

"<br /><br /><b>Original error message:</b> " . $e->getMessage();

"<hr /><h3>Trace</h3> <pre>" . $e->getTraceAsString() . "</pre>";

function register($dbOperator,$userData,$provider=""){
$dbOp =$dbOperator;

$user_data = $userData;

(!isset($_SESSION[ 'idUser'])){
($dbOp->query("INSERT INTO ‘“user (" idUser™, ‘“user".$provider."Id ,

“user".$provider."Email® ) VALUES ('','".$user_data->identifier."','".$user_data->email.""')"))

$id = $dbOp->getLastId();

} ('empty($_SESSION[ 'idUser'])){
$dbOp- >query("UPDATE user SET “user".$provider."Id ='".$user_data->identifier."’,
“user".$provider."Email ="".$user_data->email."' WHERE idUser=".$_SESSION[ 'idUser']);

$_SESSION[ 'idUser'];

$id;

?>
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9.3 Backend

9.3.a Crawler main loop

File: crawler/index.php

<?php

include_once
$auth config include_once
/cataLog/L1b/hybr1dauth/hybr1dauth/conf1g ph
p';
include_once
'../catalog/controller/dbOperator.php’;
include_once '../catalog/controller/api.php’;
include_once dirname(__FILE__)
'/TwitterAPIExchange.php';
include_once dirname(__FILE ) . '/lib.php';
include_once dirname(__FILE )
'/PHPMailer/PHPMailerAutoload.php';

'../config.php';

// Within this window, text will be considered
present
define('CURRENT_TEXT_WINDOW', 60 * 60 * 24);

// Minimm same predictions in a raw to assume
final
define('SAME_PREDICTIONS_IN_A RAW', 5);
// If so much time has passed, Llet's send
another email to the patient
define( 'NOTIFY_AGAIN_AFTER_DAYS',
define( 'NOTIFY_WITH_TAGS',

'prefrail'));

30);
array('frail ',

error_reporting(E_ALL);
ini_set('display_errors', 1);

//Create a new PHPMailer instance
$mail = new PHPMailer;

//Tell PHPMailer to use SMTP
$mail->1sSMTP();

print str_repeat("\n", 10);

print '<pre>';

print date('m/d/Y H:i:s') . "\n";

$all_ids = getAlLLIDs();

$all_user_objs = array();

foreach ($all_ids as $user_id) {
$ret = getInfoById($user_id);

if (empty($ret))
continue;

$all_user_objs[$user_id] = $ret;

}

//Enable SMTP debugging

// @ = off (for production use)
// 1 = client messages
// 2 = client and server messages

// $mail->SMTPDebug = 2;

-40 -

D4.9

//Ask for HTML-friendly debug output
$mail->Debugoutput = "html';

//Set the hostname of the mail server
$mail->Host = 'smtp.gmail.com';

// use

// $mail ->Host =
gethostbyname( 'smtp.gmail.com");

// 1f your network does not support SMTP over
IPv6

//Set the SMTP port number - 587 for
authenticated TLS, a.k.a. RFC4409 SMTP
submission

$mail->Port = 587;

//Set the encryption system to use - ssl

(deprecated) or tls
$mail->SMTPSecure = 'tls';

//Whether to use SMTP authentication
$mail->SMTPAuth = true;

//Username to use for SMTP authentication - use
full email address for gmail

$mail->Username =
$auth_config[ 'providers'][ 'Google'][ 'keys'][ 'us
ername' ] ;

//Password to use for SMTP authentication
$mail->Password =
$auth_config[ 'providers'][ 'Google'][ 'keys'][ 'pa
ssword'];

//Set who the message is to be sent from
$mail->setFrom($auth_config[ 'providers'][ 'Googl

e']['keys'][ 'username’], 'FrailSafe
Lingtester');
$dbOp = new dbOperator($dbHost, $dbUsername,

$dbPassword, $dbName);

// Go through all users and fetch new texts
// .. and for new texts, get a new prediction
$users_with_new_texts = array();

// Facebook

// Create an access token using the APP ID and
APP Secret.

$accessToken =
$auth_config[ 'providers']["* Facebook ][ 'keys'’ ][
id'] . .
$auth_config[ 'providers'][ 'Facebook'][ 'keys ][ "
secret'];

// Twitter
$twitterURL =
'https://api.twitter.com/1.1/statuses/user_time
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Line.json';
$twitterSettings = array(

'oauth_access_token’ =>
$auth_config[ 'providers']['Twitter'][ 'keys']['a
ccess_token'],

'oauth_access_token_secret’ =>
$auth_config[ 'providers'][ 'Twitter'][ 'keys']['a
ccess_token_secret'],

‘consumer_key ' =>
$auth_config[ 'providers ][ 'Twitter'][ ‘Reys'][ 'k
ey'l,

‘consumer_secret’ =>
$auth_config[ 'providers'][ 'Twitter'][ 'keys']['s
ecret'],

);
$twitter =
TwitterAPIExchange($twitterSettings);

new

// // $all_users =
user;"');

// // To move all users from MySQL to API

// foreach ($all_users->rows as $user) {

// // print_r(removeID (8000 +
$user[ 'idUser']));

// // continue;

$dbOp->query('Select * from

//
//
//
$user);

/7 }

$one_user = (array)$user;
unset($one_user[ 'idUser']);
setInfoWithId(8000 + $user['idUser'],

// Check all Facebook texts

$start = microtime(True);

foreach ($all_user_objs as $user_id => $user) {
// print $user_id

print_r(fetchTextsByID($user_id));

// $users_with_new_texts[ $user['idUser'] ]

1;

] '

// $user_id = $user['idUser']

// Facebook
if  (larray_key exists('userFacebookId',
$user) || empty($user['userFacebookId']))
continue;

// Tie it all together to construct the URL
Surl =
sprintf('https://graph.facebook.com/%s/posts?ac
cess_token=%s"', $user[ 'userFacebookId'],
$accessToken);

// Make the API call
$result = file_get_contents($url);

if (empty($result))
continue;

// Decode the JSON result.
$decoded = json_decode($result, true);

if (empty($decoded))
continue;

foreach ($decoded['data’] as $value) {
// "Useless" posts
if (!isset($value[ 'message’']))
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continue;

$utime = strtotime($value[ 'created_time']);
// $existing post = $dbOp->query('SELECT *
FROM  text_history WHERE idUser = "'
$user[ 'idUser'] . '" AND utime = "'
"vOLIMIT 1;°');
$existing post = fetchTextsByID($user id,
$utime);

$utime .

if (!empty($existing post))
continue;

$text = anonymizeText($value[ 'message’]);
addTextToID($user_id, array('text'
'source' => 'facebook'), $utime);

=>
$text,

// Keep it handy

$users_with_new_texts[ $user_id ]J[$utime] =
$text;

} // foreach ($decoded[ 'data'] as $value)

} // foreach ($all_ids as $user_id => $user)
$end = microtime(True);
print sprintf("Checked
%.2fsec\n", $end - $start);

facebook after

// Check all Twitter users
$start = microtime(True);
foreach ($all_user _objs as $user_id => $user) {
if (empty($user['userTwitterId']))
continue;

$ret = $twitter->setGetfield('?user_id="'
$user[ 'userTwitterId'])
->buildOauth($twitterURL,
->performRequest();

"GET")

if (!$ret || !is_array($ret))
continue;

foreach ($ret as $tweet) {
$utime = strtotime($tweet->created_at);
$lang = $tweet->lang;

$existing_post =
Sutime);
if (!empty($existing post))
continue;

fetchTextsByID($user_id,

$text = $tweet->text;

$text = anonymizeText($text);
addTextToID($user_id, array('text’
'source' => 'twitter'), $utime);

=>
$text,

// Keep it handy

$users_with_new_texts[ $user_id ]J[$utime] =
$text;

} // foreach ($ret as $tweet)

} // foreach ($all_users as $user)
$end = microtime(True);
print sprintf("Checked
%.2fsec\n", $end - $start);

Twitter after

$new_emails = getEmails(

$auth_config[ 'providers'][ '‘Google' ][ 'connection

1
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$auth_config[ 'providers'][ 'Google'][ 'keys'][ 'us
ername' ],

$auth_config[ 'providers'][ 'Google'][ 'keys'][ 'pa
ssword "]

)

$start = microtime(True);
if (!empty($new _emails)) {
// Topikos pinakas gia na Rserw pou paeil pou
efkola
$email_per_user = array();
foreach ($all_user_objs as $user_id => $user)
{
foreach (array('userEmail ',
'userTwitterEmail ', 'userFacebookEmail ') as
Skey) {
if (!array_key exists($key,
empty($user[$key]))
continue;

$user) [/

$email_per user[ strtolower($user[$key])
] = $user_1id;
} // foreach (array('userEmail') as $key)
} // foreach ($all_user _objs as $user_id =>
$user)

foreach ($new _emails as $email number
$email_data) {
$from = strtolower($email_data[ 'from']);
if (!array_key_exists($from,
$email_per _user)) {
// Den dexomaste email apo asxetous
// .. send a reply that user must visit
the page

=>

//
https://lingtester. frailsafe-project.cloud/
$mail->ClearAddresses();
$mail->addAddress ($from);
$mail->Subject = 'FrailSafe: Lingtester
prediction’;
$mail->Body = 'You are not in our system.
Please visit
https://lingtester. frailsafe-project.cloud/ and
follow the steps.';
$mail->send();
continue;
y o/
$email_per _user))

if (!array_key exists($from,

$utime = $email_data[ 'utime'];

$existing post = fetchTextsByID($user id,
$utime);
if (!empty($existing post))
continue;

$text = $email_data[ 'message’];

$text = anonymizeText($text);
addTextToID($user_id, array('text'
‘source’ => 'email'), $utime);

=>
$text,

// Keep it handy
$users_with_new_texts[ $user_id ][$utime] =
$text;
} // foreach ($new_emails as $email_number =>
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$email_data)

print_r($email_per_user);
} // if (!empty($new_emails))
$end = microtime(True);
print sprintf("Checked inbox after %.2fsec\n",
$end - $start);

if (count($users _with_new_texts) <= @) {
print 'No users with new text<br>';
return;

} // if (count($users_with _new_texts) <= 0)

print "Users with new text\n";
print_r($users_with _new texts);

foreach ($users_with_new texts
$utimes) {
$max_suicidal = @;
foreach ($utimes as $utime => $text) {
// Elegxos suicidal
$text_obj =

as $user_id =>

fetchTextsByID($user_id,
Sutime);
if (empty($text _obj) /]
empty($text_obj[ 'text']))
continue;

// $text = $text_obj[ 'text'];
$suicidal_obj =
getPredictionSuicidal ($text, $backend);

print "Suicidal object\n";
print_r($suicidal_obj);
if (empty($suicidal_obj) /]
larray_key _exists('suicidal_percentage’,
$suicidal_obj)) {
print "Suicidal object INVALID
retrieved\n";
print_r($suicidal_obj);
continue;

}

$suicidal_percent =

floatval ($suicidal_obj[ 'suicidal_percentage']);

$max_suicidal = max($suicidal_percent,
$max_suicidal);

// Update everything

$must_save = False;

foreach (array('various_1info',
as $key) {

'features')
if (larray_key exists($key,
$suicidal_obj))

continue;

foreach ($suicidal_obj[$key] as $tag key
=> $tag value) {
$save_key = sprintf('suicidal _%s %s',
$key, str_replace('-', '_', $tag_key));
if (array_key_exists($save_key,
$text_obj) && $text_obj[$save_key]
$tag value)
continue;

$text_obj[$save_key] = $tag value;
$must_save = True;
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} // foreach ($suicidal_obj[$key] as
$tag _key => $tag value)

} // foreach
'features') as $key)

(array('various_info',

if ($must_save) {
print "Text object retrieved\n";
print_r($text_obj);
updateTextToID($user_id, $text _obj,
Sutime);

} // if ($must_save)

sendSocialAlert($user_id, $utime,
=>

$msg =
array( 'suicidal_percent’
$suicidal_percent));
var_dump($msg) ;
} // foreach ($utimes as $utime)

if ($max_suicidal > $threshold to _send email
&& lempty($inform_for suicidal)) {
// Must inform somebody
$mail->ClearAddresses();
$mail->addAddress($inform_for suicidal);
$mail->Subject = 'FrailSafe: Lingtester,
suicidal prediction’;
$mail->Body = sprintf('User %d has showed

%.11%% suicidal behavior. ', $user_1id,
$max_suicidal * 100);
$mail->send();
continue;
} // if ($max_suicidal >

$threshold _to_send_ematil)
} // foreach ($users_with_new_texts as $user_id
=> $utimes)

foreach ($users_with_new_texts as $user_id =>
$utimes) {

// foreach ($utimes as $utime) {

/7 }

// This user has some new text

// take all availiable and fetch a
prediction
$user_texts = $dbOp->query('SELECT * FROM
text_history WHERE idUser = "' . $key . '";');
$new_texts = '';
$old texts = '';

// strip_tags is used to remove html tags
// which can be found 1in posts and html
mails
foreach ($user_texts->rows as $value) {
if ($value['utime'] >= time() -
CURRENT_TEXT_WINDOW)
$new_texts .=
strip_tags($value[ 'text']);
else

$old_texts . ! y
strip_tags($value[ 'text']);
}

// ALl texts considered, get a prediction
// .. save it in the database
$ret = getPredictionFrailty($old texts,
$new_texts, $backend);
// Backend issue?
if (!$ret) {

print 'Unable to get prediction<br>';
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continue;

}

$data = json_decode($ret);

// Backend issue?

if (!$data || !isset($data->prediction)) {
print 'Unable to decode prediction<br>';
print 'Raw data: ' . $ret . '<br>’';
continue;

}

// Model issue?
if (!in_array($data->prediction,
array('frail', 'prefrail’, 'nonfrail'))) {
print  'Unknown prediction:
$data->prediction . ‘'<br>';
continue;

}

$status = $data->prediction;

$utime = time();

$log = $dbOp->escape(serialize($data));

$sqgl = sprintf('INSERT INTO events ( idUser’,
‘when”, “status', “log') VALUES (%d, %d, "%s",
"%s"); "', $key, $utime, $status, $log);

$dbOp->query($sql);

// In order to send a message
// we must have a different prediction
than before

// .. we must not have sent already an email
to avoid spamming
// where a new prediction means
SAME_PREDICTIONS _IN_A_RAW all the time
$new_prediction = '';
$how_many_times = @;
$sql = sprintf('SELECT “ea’, “when’,
“actions’, “status” FROM “events® WHERE

“idUser” = %d ORDER BY “when’ DESC;', $key);
$prediction_history = $dbOp->query($sql);
foreach ($prediction_history->rows as $value)

{

if ($how_many_times == @ [| $new_prediction
== $value['status']) {
$how_many_times += 1;
$new_prediction = $value['status'];
} // if ($how_many_ times == @
$new_prediction == $value[ 'status'])
} // foreach ($prediction_history->rows as
$value)

[

// This doesn't qualify for notification yet
if ($how_many_times <
SAME_PREDICTIONS_IN_A RAW [| $new_prediction ==
)
print 'Same prediction in a raw<br>';
continue;

}

// No need to notify
if (!in_array($new _prediction,
NOTIFY WITH_TAGS)) {
print 'Prediction not in the ones I care ('
. implode(', ', NOTIFY_WITH_TAGS) . ')<br>';
continue;

}
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// We must notify patient
// .. but have we already yet?
$last_email_sent = Null;
$with_prediction = '';
foreach ($prediction_history->rows as $value)
{
if (stripos($value[ 'actions'],
'send-email') !== False) {
$last_email_sent = $value[ 'when'];
$with_prediction = $value[ 'status'];

// We are 1in descending order
// .. nothing to check more
break;
}
} // foreach ($prediction_history->rows as
$value)

// Patient has already been notified within a
considerable amount of time
if ($with_prediction == $new_prediction &&
time() - intval($last_email_sent) <
NOTIFY_AGAIN_AFTER_DAYS * 60 * 60 * 24) {
print 'To soon to send again email<br>';
continue;

}

// At this point we must definitely send an
ematil

$user_row = $dbOp->query('SELECT * FROM
‘user” WHERE idUser = "' . $key . '";');
$mail->ClearAddresses();
if

(isset($user_row->row[ 'userFacebookEmail ']))

9.3.b Text Parser
# -*- coding: utf-8 -*-

from flask import Flask
from flask import request

import
import
import
import
import
import
import

os
offline_parser
json

time
langdetect
pickle

re

app = Flask(__name__)
def identifyLang(Text):
ret = langdetect.detect(Text)

prob = langdetect.detect_langs(Text)

if ret == 'el':
return ['greek', prob]
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$mail->addAddress ($user_row->row[ 'userFacebookE
mail']);
if

(isset($user_row->row[ ‘userTwitterEmail ']))

$mail->addAddress($user _row->row[ 'userTwitterEm
ail']);
if (isset($user_row->row[ 'userEmail ']))

$mail->addAddress ($user _row->row[ 'userEmail ']);

$mail->Subject =
prediction’;
$mail->Body = 'Your current prediction 1is
$new_prediction;
if($mail->send()) {
// Update database to avoid spamming in the
future

'FrailSafe: Lingtester

f$actions = explode(', ',
$prediction_history->row[ 'actions']);
$actions[] = 'send-email';
$ea = $prediction_history->row['ea'];
$sql = sprintf('UPDATE “events™ SET
“actions” = "%s"  WHERE “ea’ =  %d;',

implode(', "', $actions), $ea);
$update_system = $dbOp->query($sql);
}
else {
print
$user_row->row[ 'userEmail '] .

}

'Unable to send email to
'<br>';

print_r($prediction_history);
} // foreach ($users_with_new_texts as $key =>
$value)

if re il -
return ['french', prob]

return ['english', prob]

def create_frailsafe_arff(oldText,
relation = 'frailsafe_111'):

"""Create arff for WEKA with all features
availiable

newText,

out = []
out.append('@RELATION %s' % relation)
out.append('")

basic_tags

basic_tags.
basic_tags.
basic_tags.

=[]

append( 'transcript')
append( 'tag')
append('sex")

for tag in basic_tags:
valid = offline_parser.verify tags['-"'
+ tag]
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if tag == 'tag':
tag = 'class’
# valid = ('nonfrail', 'prefrail’,
'frail')
valid = ('nonfrail', ‘'prefrail’,
'frail')
out.append('@ATTRIBUTE %s {%s}' % (tag,
', '.join(valid)))

out.append('@ATTRIBUTE %s %s' %
(offline_parser.get_feature_word_count('',
"title'),
offline_parser.get_feature_word_count('',
"type')))

out.append('@ATTRIBUTE %s %s' %
(offline_parser.get_feature_text_shannon_entrop

y('', ‘title’),
offline_parser.get_feature_text_shannon_entropy
("', "type')))

for tag in ['-desc_event_ENG',

'-prev_text_ENG']:
out.append('@ATTRIBUTE %s %s' %
(tag.lstrip('-") + '_sentiment', 'real'))

for tag in ['-desc_image', '-desc_event']:
out.append('@ATTRIBUTE %s %s' %

(tag.lstrip('-") + '_misspelled', 'real'))
texts = []
text_POS = []

out.append('")
out.append( '@DATA")
out.append('")

filename = 'in.arff’

f = open(filename, 'w')
f.write("\n".join(out).encode('utf8"'))
f.write("\n")

[clang,
newText)

perc] = identifylLang(oldText +

# To absorb all Greek variations
if clang.startswith('greek'):
clang = 'greek’

row = []

# transcript?
row.append('no")
# sex?
row.append(‘?")
# tag?
row.append('?")

row.append(str(offline_parser.get_feature_word_
count(oldText + newText, lang = clang)))

row.append(str(offline_parser.get_feature_text_
shannon_entropy(oldText + newText, 1lang =
clang)))

# Sentiment score is based in the english
translation
for tag in ['-desc_event_ENG',
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'-prev_text_ENG']:
text = "'
if tag.find('event') > @:
text = newText
elif tag.find('prev') > 0:
text = oldText

# Get sentiment score
# eng_text =
offline_parser.get_translated_data(text, clang)
# ret =
offline_parser.get_feature_sentiment_score(eng_
text)

# row.append(str(ret))
row.append(str(@))
for tag in ['-desc_image',
text = "'
if tag.find('event') > @:
text = newText
elif tag.find('prev') > @:
text = oldText

'-desc_event']:

ret =
offline_parser.get_feature_mispelling_ score(tex
t, lang = clang)
row.append(str(ret))

f.write(','.join(row).encode('utf8'))

f.write("\n")

f.close()
def create_suicidal_arff(checkText, relation =
'frailsafe_222"):

"""Create arff for WEKA with all features

availiable

out = []

out.append('@RELATION %s' % relation)

out.append('")

out.append('@ATTRIBUTE %s %s' %
(offline_parser.get_feature_length('',
"title'),
offline_parser.get_feature_length('', 'type')))
out.append( '@ATTRIBUTE %s %s' %

(offline_parser.get_feature_number_of_sentences
o', "title'),
offline_parser.get_feature_number_of_sentences(
"', 'type')))

out.append('@ATTRIBUTE %s %s' %
(offline_parser.get_feature_word_count('"',
"title'),
offline_parser.get_feature_word_count('',
"type')))

out.append('@ATTRIBUTE %s %s' %
(offline_parser.get_feature_words_per_sentence(
. ‘title'),
offline_parser.get_feature_words_per_sentence("'
', 'type')))

out.append('@ATTRIBUTE %s %s' %
(offline_parser.get_feature_text_shannon_entrop

y('', "title'),
offline_parser.get_feature_text_shannon_entropy
("', 'type')))
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read_scores

read_scores.
read_scores.
read_scores.
read_scores.

=[]
append('flesch_reading_ease')
append( 'smog_index")
append('flesch_kincaid_grade')
append('coleman_liau_index')

read_scores.append( 'automated_readability_index

)

read_scores.append(‘dale_chall readability scor
e')
read_scores.append('difficult_words"')
read_scores.append('linsear_write formula')
read_scores.append('gunning_fog"')
for attr in read_scores:
out.append('@ATTRIBUTE %s %s' % (attr,
'real'))
out.append('@ATTRIBUTE %s %s' %
('sentiment', 'real'))
out.append('@ATTRIBUTE
('misspelled', 'real'))

%s %S’ %

# TFIDF

words_to_check = [
'commit',
‘cry’,
'death’,
'depression’,
‘die’,
'feel',
'feeling',
'felt',
'grief',
"happiness’,
"heart’,
'it',
'kill"®,
'me’,
'money ",
'myself’,
'pain’,
'sad',
'sadness’,
'sex',
'sorrow’,
'suicide’,
'suicides’,
"tears’,
'was"',
'work",
'writing’,
'your',

]

for i in range(len(words_to_check)):
out.append('@ATTRIBUTE tf-%d real %%
% (i, words_to_check[i]))

# Class always must go last
out.append('@ATTRIBUTE %s {%s}' % ('class',
,'.join(['suicide', 'non-suicide'])))

out.append('")
out.append('@DATA")
out.append('")
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features = {}
filename = 'in.arff’
f = open(filename, 'w')

f.write("\n".join(out).encode('utf8"'))
f.write("\n")
[clang, perc] = identifyLang(checkText)
# To absorb all Greek variations

if clang.startswith('greek'):
clang = 'greek'

features[ 'perc'] = str(perc)
features['clang'] = str(clang)
row = []

features['length'] =
str(offline_parser.get_feature_length(checkText

, lang = clang))
row.append(features['length'])

features[ 'number_of_sentences'] =

str(offline_parser.get_feature_number_of_senten
ces(checkText.encode('utf8'), lang = clang))

row.append(features[ 'number_of_sentences'])

features[ 'word_count'] =
str(offline_parser.get_feature_word_count(check
Text, lang = clang))
row.append(features[ 'word_count'])

features[ 'words_per_sentence'] =
str(offline_parser.get_feature_words_per_senten
ce(checkText.encode('utf8'), lang = clang))
row.append(features[ 'words_per_sentence'])

features[ 'text_shannon_entropy'] =
str(offline_parser.get_feature_text_shannon_ent
ropy(checkText, lang = clang))

row.append(features[ 'text_shannon_entropy'])

for attr in read_scores:
call = getattr(offline_parser.textstat,
attr)
features[attr] = call(checkText)
row.append(str(features[attr]))

# For sentiment we need english
features['in_english'] =
offline_parser.get_translated_data(checkText,
clang).strip()
features[ 'sentiment’] =
offline_parser.get_feature_sentiment_score(feat
ures['in_english'])
row.append(features|[ 'sentiment'])

features[ 'misspeling’'] =
offline_parser.get_feature_mispelling score(che
ckText, lang = clang)
row.append(features[ 'misspeling'])

# TFIDF
tf_dump =
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pickle.load(open('suicide_vic_withtfidf_ 30 _ngra
ml.arff.tf.safe.pickle', 'rb'))

# Ekatharisi tou text mono me tis lekseis
pou thelw
temptext = features['in_english']
temptext_out = []
temptext_stats = {}
temptext_all _words =

[1

for word in temptext.split(' '):
word = word.lower()
word = re.sub(r'([”a-z ])', '', word)

temptext_all_words.append(word)
if word != '' and word
words_to_check:
temptext_out.append(word)
temptext_stats[ word ] =
temptext_stats.get(word, @) + 1

in

features['in_english_tfidf_stripped'] =
'.join(temptext_out)
for i in range(len(words_to_check)):
features['word_%s' % words_to_check[i]]
= temptext_stats.get(words_to_check[i], @)
if len(temptext_stats) > O:
row.append('%f' %
(temptext_stats.get(words_to_check[i], 0) /
len(temptext_all words)))
else:
row.append('%f' % @)

# Tag to search
row.append('?")

f.write(',"'.join(row).encode('utf8"))
f.write("\n")

f.close()
return features
@app.route("/predict_frailty",

methods=[ "POST"'])
def predict_frailty():

oldText = request.form['oldText']
newText = request.form[ 'newText']
features = {}

various_info =

{}
create_frailsafe_arff(oldText, newText)

temp_file_out = "%d.txt" % time.time()

command = "java -jar predictor-cli.jar > %s
2>&1" % temp_file_out

os.system(command)

res =

f = open(temp_file out)

res = "\n".join(f.readlines())
f.close()

os.unlink(temp_file_out)

various_info[ 'temp_file_out'] =
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temp_file_out
various_info[ 'command' ]
various_info[ 'raw_res"']

command
res

ret = {}

ret['oldText'] =
ret[ 'newText'] =
ret['prediction'] = 'na

oldText
newText

if res.find('Prediction for instance: ©
is:') >= @o:
ret['prediction'] =

res.replace('Prediction for instance: © is:',
"").strip().lower()
features[ ‘'frailty_prediction' ] =

ret[ 'prediction’]

ret['features'] = features
ret['various_info'] = various_info

return json.dumps(ret)

@app.route("/predict_suicidal",
methods=[ "POST"'])
def predict_suicidal():
checkText = request.form['checkText"]

various_info =
features =

{}

create_suicidal_arff(checkText)

temp_file_out = "%d.txt" % time.time()

command = "java -jar suicidal-cli.jar > %s
2>&1" % temp_file_ out

os.system(command)

res = "'

f = open(temp_file_out)

res = ("\n".join(f.readlines())).strip()

f.close()

os.unlink(temp_file_out)

ret = {}
ret['checkText'] = checkText
ret['prediction'] = 'na’

various_info[ 'temp_file_out"'] =

temp_file_out
various_info[ 'command'] =
various_info[ 'raw_res"']

command
res

temp = res.replace(':',
' Y).strip().split(t )
if len(temp) > 5:
ret['prediction'] = temp[5]
ret[ temp[6] ] = temp[7]
features[ temp[6] ] = temp[7]

"")Y.replace('-",

ret['features'] = features
ret['various_info'] = various_info
return json.dumps(ret)

if __name__ == "__main__":
app.run(host = '0.0.0.0', )
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9.4 Predictor

File: predictor/predictor-cli.java

package predictor;

import weka.classifiers.Classifier;
import weka.core.Instances;
import weka.core.converters.ConverterUtils.DataSource;

public class PredictorCLI {
public static void main(String[] args) {

Classifier cls;
try {
//Load model
cls = (Classifier) weka.core.SerializationHelper.read("frailsafe.model");

DataSource source;
try {
//load test data
source = new DataSource("in.arff");
Instances data = source.getDataSet();
if (data.classIndex() == -1)
data.setClassIndex(1); //class attribute is the second attribute

//predict & print

for(int i=0; i<data.numInstances();i++){
double value=cls.classifyInstance(data.instance(i));
String prediction=data.classAttribute().value((int)value);
System.out.println("Prediction for instance: "+i+" is: "+prediction);

} catch (Exception e) {
// TODO Auto-generated catch block
e.printStackTrace();
¥
} catch (Exception e) {
// TODO Auto-generated catch block
e.printStackTrace();
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9.5 FrailSafe demo video
This image is also in Annex 10.2 of D4.13 as both reports are responsible for this demo.
File: frailsafe-showcase.wmv (frailsafe-showcase.jpeg)

File: frailsafe-showcase wmv

Size: 22326880 bytes (21,29 MiB), duration: 00:04:00, avg.bitrate: 744 kb/s
Audio: wmav2, 48000 Hz, 2 channels, s16, 192 kb/s {eng)

Video: wmv3, yuv420p, 1280x720, 5000 kb/s, 25,00 fps(r) (eng)

FrailSafe Demo video

FrailSafe Platform . FrailSafe Platiorm
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